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2.0 Introduction

The purpose of this document is to provide end user instructions for the JCP External Portal.

Portal URL.:
https://www.public.dacs.dla.mil/jcp/ext

21 Scope

The scope for the JCP External Portal User document is as follows:
User Registration

User Help

User Profile

Logging into the Portal

Joining an Organization

Dashboard

Organization Details

JCP Application

DLA Enhanced Validation Application

JCP and DEV Application - Feedback

Viewing In-Progress and Completed Applications
Organization Search

Organization Users

2.2 Assumptions

The following assumptions apply to the JCP Portal.
e The user has browser software to access the JCP Portal.
e The user has Google Authenticator set up on their phone (directions in Appendix C)
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3.0 User Registration into the JCP Portal

When the user accesses the JCP External Portal, a Warning message appears. To move onto the Login page, click
the Continue button.

Warning

You are accessing a US. Government [USG) Infermation Systemn (1S) that is provided for USG-
authorized use only. By using this IS (which includes any device attached to this |5), you consent
to the following conditions:

*» USG routingly intercepts and monitors communications on this IS for purposes including,
but not limited to, penetration testing, COMSEC monitoring, network operations and
defense, personnel misconduct (PM), law enforcement (LE), and counterintelligence [C1)
investigations.

» Communications using, or data stored on, this IS are not private, are subject Lo routine
monitoring, interception, and search, and may be disclosed or used for any USG-authorized
purpose.

s This |5 includes security measures (eg. authentication and access controls to protect USGC
interests — not for your personal benefit or privacy.

* Not withstanding the above, using this IS5 does not constitute consent to PM, LE, or CI
investigative searching or monitoring of the content or privileged communications, or work
product, related to personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants, Such communication and work product are private and
confidential. See User Agreement for details.

Continue

JCP Portal Warning Page

When the user is on the Login page, click the Registration link below the Login button to go to the Registration
page.

JCP

Joint Certification Program

Login |

JCP Access Page
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Register — User Name and Password page — for use by users that do NOT possess a government Common Access
Card (CAC).

e All fields must be filled in.

>
>

User Name - Enter your Username as firstname.lastname (ex: michael.gordon, sarah.jones ).
Enter your password:
= must be 12 characters long and must contain at least:

o 1 lowercase letter

o 1 uppercase letter

o 1 number

o 1 special character.
You must type your password into the Password as well as the Confirm Password fields.
Once all fields are filled in, click the Register button to create the new account.

Register - User Name and Password

First Name *
Last Name *
Email *
Telephone *
User Name * (7]
Password *

Confirm Password *

Have a CAC? - JReERISE @ YN e (e
Return to Login

Registration — User Name and Password Page
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DLA
Register — CAC page:

o All fields must be filled in.
» EDIPI - Enter the 10-digit ID on the back of your CAC.

» User Name - Enter your Username as firsthame.lasthame (ex: michael.gordon, sarah.jones ).
» Once all fields are filled in, click the Register button to create the new account.

Register - CAC

DLl A EV - RoXee®Y Register with User Name and Password

EDIPI*
User Name™*
First Name *
Last Name *
Email *

Telephone *

Return to Login

Registration — CAC Page
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4.0 Help

In the header of a main page, such as the Dashboard, next to the Profile link, is a Help icon . that is clicked to
display a Need Help? pop-up.

Meed Help? e

For general assistance, email:
jep-admin@dia.rmil

SAM:

SAM.gow

How 1o update SAM:

Quick Start CGuide for updating_an Entity Registration

Questions about CACGE Information:

Commercial and Covernment Entity Program [dla.mil),

Haow to find your IP and MAC Address:

How to Find Your IP and MAC Address pdf

Refer to the userguide for all system guestions:
JCP System Userguide

Help Pop-up

The items available in the pop-up are:

General Assistance email address: jcp-admin@dla.mil

Link to SAM.gov: https://sam.gov/

Link to Quick Start Guide for updating SAM PDF that is downloadable. See Appendix A for guide contents.
Link to Questions about CAGE Info: https://cage.dla.mil/Info/about

Link to How to Find Your IP and MAC Address.pdf document. See Appendix B for contents.

Link to JCP System User guide (this document).
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5.0 Profile

In the header of a main page, such as the Dashboard, next to the Help and Logout links, is the Profile link.

DLA

To update your Profile information (First Name, Last name, Email, or Telephone), make a change in any or all the
form fields and save by clicking the Save button.

Y )
‘i

£ Returnto
Dashboard

1 Joint Certification Program

First Name *
Last Name*
Email *

Telephone ®

Profile

Valve
Test
test@c20g.com

301-555-1212

Password Reset Password

Valve Test (@

Save

User Profile Page
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To reset your password, click the Reset Password button. Key in the current password into the Current Password
field, then key in your new password into the Password and Confirm Password fields and click the Save button.

Note: Clicking the Hide button will remove the password fields from the Profile page.

Important: Your password MUST follow the following naming convention: This info is available when the . icon is
hovered over by your mouse.

at least 12 characters

at least 1 upper case letter
at least 1 lower case letter
at least 1 number

at least 1 special character

. Joint Certification Program Valve Test (@
(i
< Returnto P
rofile
Dashboard
First Name * Walve
Last Name* Test
Email * test@c20g.com
Telephone * 301-555-1212

Password

Current Password

© Password *

Confirm Password

Save

User Profile Page - Password Reset
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6.0 Logging into the JCP Portal
To Log into the JCP External Portal you must click the Continue button on the USG Warning page.

Warning

You are accessing a Us, Covernment [USGC) Information Systemn (I5) thal s provided for USG-
authonzed uie only. By using this 15 [which includes any device attached Lo thes 5], you consent
o the following conditions

o USGC routinely intercepts and monitors communications on this IS for purposes including,
Bt nol imited Lo, penetiation testy ricy, COMSEC moniloning, Nelwork operatsng and
defense, personnel misconduct (PR, B3y enforcerment (LE), and countennielligence (CI)
Investgations.

= Commumications using, or data stored on, this IS are not provate, are subpect to routine
rmonitaring, interception, and search, and may be disclosed or used for any USC-authonzed
purpose

* This IS includes security measures [e.g. authentication and access controls to protect USG
interests - not for your personal benelit or privacy. )

s Notwithstanding the above, using this IS does not constitute consent to PM, LE, or €
NSl ative searchmng or momibanng of the content o prvleged cCammunicalions, o wark
product, related 1o personal representation or services by attorneys, psychotherapists, or
clergy, and their assistants, Such communication and work product are private and
confidential. See User Agreement for details.

JCP Portal Warning Page

Then you must click the Login button. You will be prompted for your CAC certificate.

Joint Certification Program

i Login ‘

Begister

heed Heln?

JCP Access Page
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DLA

If you have a CAC, click on the CAC certificate, and click the OK button. You will be taken to the Dashboard page.

If you do not possess a CAC, click the Cancel button.

Select a certificate for authentication

Site auth.dacs.dlamil:443 needs your credentials:

DOE.JANE.ANN -

e T =T
LAL IL L R-Des

authentication - DOE.JANE.ANNTTGTzIN

0T T

Certificate information “ Cancel

Meed Help?

CAC Certificate on Login Page

Key in your User name and Password and click the Sign In Button.

opentext-

|User name

Password

FORGOT PASSWORD

JCP Portal Login Page
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Get the code from your Authenticator on your phone and key it into the Authentication Code box (see instructions

in Appendix C for setting up two-factor authentication). Once you key in your Authentication Code, click the Verify
button. You will be taken to the Dashboard page. Be aware that the Authenticate Code changes every minute.

opentext-

Enter an authentication code in order to signin.

GO BACK

JCP Portal Login - Authentication Code Page
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7.0 Joining an Organization

If you have just registered with the JCP Portal, you won’t be initially attached to any organization. Upon first login
after registration, you will see a Dashboard page display similar to the screenshot below. The Organization Details
on the left, top side state No Linked Organization.

Joint Certification Program Abraham Lincoln

Organization Details Dashboa rd

No Linked Organization

Draft Applications

Application ID
Menu R Application Type Status Created On Created By

# Dashboard e
No Draft Applications to Show

Q, QOrganization Search

In-Progress Applications

Application 1D Date Received  Date Assigned

Application Type Submitted By Application Status Age Indicator
Ne In-Progress Applications to Show
Completed Applications
Applicati 5
ARrlatin i Application Type Application Status Date Completed Expiration Date Age Indicator

Ne Compileted Applicotions to Show

Copyright © 2023 All rights reserved

In the Actions drop-down are two options:

e Request to Join an Organization
e Create New Organization
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7.1 Request to Join an Organization

To request to join an existing organization, click the Actions drop-down and choose Request to Join an
Organization. The Request to Join an Organization pop-up appears. Search for an existing organization that you
would like to join by filling in search criteria into one of the fields and clicking the Search button. You can search by
CAGE Code, UEI, Legal Name, Zip/Postal Code, State/Province, or Contact Phone.

A list of search results should appear with a radio button next to each organization.

Click the radio button for the organization you want to join and click the Select button in the lower-right.

NOTE: If you do NOT select an organization and click the Select button, an error message will display at the bottom
right of the page and the pop-up will remain.

Reguest to Join an Organization X

CAGE Code UE! Mifflin

State/Prov. w Contact Phone

T Legal Business . . - o e
CAGE Code UEl S City State/Prov. ICP Status
Mame

W DMIZ3 123456 Dunder Mifflin Scranton =7 Active

Cancel Select

Request to Join an Organization Pop-Up
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You will be taken back to the Dashboard page and will see that in the upper left side of the page Requested
Organization appears with Legal Business Name and CAGE Code, and a message will appear at the bottom right
of the page stating: Request to join [Legal Name] has been sent. You will not be able to start any applications until
an existing member of the Organization you have requested to join approves your request.

int Certification Program x +

& ﬂ' stage.public.dacs.dla.mil

i Joint Certification Program Abraham Lincoln (2
|

[ I
1

Requested Organization Dashboard Actions “

Legal Business Name: Cunder Mifflin . X
CAGE Code: DMIZ3 Draft Applications

Applicatien 1D | - - -
Application Type Status Created On Created By

Menu

# Dashboard

Q, Organization Searck

No Draft Applications to Show

In-Progress Applications

Application 10 Date Received  Date Assigned

Application Type Submitted By Application Status Age Indicator

No in-Progress Applications ta Show

Completed Applications
Application ID

Application Type Application Status Date Completed Expiration Date Age Indicator

No Completed Applications to Show

Request to Join Organization
Request to join Dunder Mifflin has

been sent.

DLA B R

Dashboard after new user completes Organization join request

NOTE: If you are the first user to request to join an organization, a JCP Administrator will approve or deny your
request.

You will receive an email stating whether you were approved or denied, so be sure to have a valid email address in
your user profile.
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7.2 Create New Organization

To create a new organization, from the Actions drop-down in the Dashboard page, click Create New Organization.
The Create New Organization page will appear. Fill in all the necessary information into the form and click the
Submit button. The Dashboard page appears again with a success message at the bottom right of the page stating
Organization [CAGE Code] has been created successfully.

[+] Ioint Certification Program
S

Create New Organization

Basic Information Contaet Infermation

Additienal Informartion

CAD Py

Create New Organization Form
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Notice in the Dashboard page the new Organization Details on top left with your organization’s information. Since
you created the new organization, you can now create a new JCP Certification Request. You will also be able to
approve or deny new user join requests for your organization.

Note: It is best to try to search for an organization first before attempting to create a new organization. You can do
this by requesting to join an existing organization, which allows you to search. If you attempt to create an organization
that already exists, you will see an error message and the transaction will not complete. If that happens, you'll have to
ask to join the existing organization (see Section 7.1)

3 Joint Certification Program X  +

c Q stage.public.dacs.dla.mil

Joint Certification Program

Organization Deta\ls.?. . Dashboard

Legal Business Name: T )
. Draft Applications

DEV Expiratian: ry/s

Menu In-Progress Applications

# Dashboard Appication 1D Aelicatian Tyes Submitied By Dt Recaives Dene Asigned

W Organization User

Completed Applications

Dashboard with successful Organization Creation
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8.0 Dashboard

The Dashboard is the User’s landing page for the JCP Portal. All items available in the Portal can be reached from
this page.

. Joint Certification Program JaneDoe (@ Profile Logou

Organization Details &' DaShboard

Legal Business Name: BAE SYSTEMS

Draft Applications

CAGE Code: 3C050 CAGE Status: N/A

SAM Status: N/A SAM Expiration: M/ Application ID  Application Type Status Created On Created By
JCP Status: Active JCP Expiration: N/A

No Draft Applications 1Ok
IJCP Certification # N/A No Draft Applications to Show

DEV Expiration: N/A

Menu In-Progress Applications
# Dashboard Application ID  Application Type Submitted By Date Received  Date Assigned  Application Status. Age Indicator
Q Organization Search No In-Progress Applications to Show

Organization Users

Completed Applications
Application ID  Application Type Application Status Date Completed Expiration Date Age Indicator

No Completed Applications to Show

Copyright © 2023 All rights reserved.

JCP Portal Dashboard Page
The Dashboard page lists the following:

e Organization Details and a link to a full Organization Details page.

e Actions: Create JCP Application and Create DLA Enhanced Validation Application (if the organization does NOT
yet have a JCP number, the only action that will appear in the Actions drop-down will be the Create JCP
Application.

o Draft Applications: Lists any applications that are currently being worked on. Provides ability to delete or edit an
existing draft application.

¢ In-Progress Applications: Lists any submitted applications that are currently in the review phase — with ability to
view them.

e Completed Applications: Lists any completed or rejected applications with ability to view them.

e Menu tabs for the Dashboard
» Dashboard
» Organization Search: used to search or Organizations.

» Organization Users: used to view all users attached to the user’s Organization.
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9.0 Organization Details from Organization Details link on Dashboard page.
This page provides all details available for the given Organization. Click the Return to Dashboard link to return to the
Dashboard.

Joint Certification Program Jane Doe (@

i

< Return to Dashboard

Organization Details 4
3G050: BAE SYSTEMS

CAGE Information Contact Information
CAGE Code 3G050 POC ZACHARY SWEET
UE! POC Title EXPORT COMPLIANCE OFFICER
Status PCC Email
Type U.S./Canada Manufacturer Phone 781-981-5997
Established Date T/05/2019 Fax
CAGE Update Date Address 244 WOOD 5T
CAGE Expiration P.O. Box
SAM Expiration City LEXINGTON
County
State/Province Massachusetts
Country United States
Zip/Postal 02421-9108

Corporate URL

Ownership of Offeror Information

Highest Level Owner List of Officers

Immediate Level Owner

Additional Information

CAQ-PAY

JCP Portal Organization Details Page
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10.0 JCP Application

10.1 JCP Certification Application — New Draft

To begin a new JCP Certification Application, from the Dashboard page, click the Actions select box in the top

right corner of the Dashboard page. From the dropdown choose JCP Certification Request. A popup entitled JCP
Certification Request will appear. NOTE: If you already have a JCP Certification, the Actions drop-down will also
include DLA Enhanced Validation Request as an option.

JCP Certification Reguest

DLA Enhanced Validation Reguest

Actions drop-down

The only item that is editable is the No/Yes Question at the top of the pop-up asking Is all information for CAGE and
SAM below accurate?

If No is selected and you click Submit — you will be given the message: You cannot proceed if CAGE/SAM
information is not accurate. You will not be able to proceed with the application at this point. Click the X in top right
of the pop-up or Cancel to close the pop-up.

If Yes is selected and you click Submit — the pop-up will disappear and the JCP Application Applicant Information
page will appear.

NOTE: CAGE and SAM section headers each has a blue question mark icon. Hover over the icon to get more
information about CAGE and SAM.
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10.1.1. U.S. Organization JCP Application

Joint Certification Program Jane Doe

-
T

Organization Details Dashboard

Legal Business Name: BAE SYSTEMS

I il JCP Certification Request
CAGE Code: 3G050 CAGE Status: N/& Draﬁ: Appllcatlons
SAM Status: N/a SAM Expiration: MN/a Application 1D o

Application Type Status Created On Created By

ICP Status: N/A JCP Expiration: N/A
ICP Certification #: N/A No Draft Applications to Show
DEV Expiration: N/&
Menu In-Progress Applications

Dashboard A at te Doce ci
; cation 10 - . Date Received  Date Assigned . .
— Appll Application Type Submitted By = weke 9 Application Status Age Indicator

Q, Organization Search
Pending Assignment

29 JCP - Initial Jane Doe

W Organization U

Completed Applications
Application 10 Application Type Application Status Date Completed Expiration Date Age Indicator

No Completed Applications to Show

U.S. Dashboard Actions
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JCP Certification Request b4

All information provided here must precisely match your information as recorded in the CAGE
database *

CAGE @

Legal Business Name BAE SYSTEMS
CAGE Code 3C050

Physical Address 244 WOOD ST
LEXINCTON, MA 02421-9108

Subsidiary (if applicable) N/A

Caneel

U.S. JCP Certification Request Pop-up
All items in the Applicant Information page marked with a red * (asterisk) must be answered.

1. Questions in First Section of The U.S. JCP Application Information Page - this information is pulled into
the Applicant Information page from existing Organization data — nothing to update.

e Do you currently have a JCP Certification? Yes
e Current Expiration Date (if known):
o Certification Number

Joint Certification Program Jane Doe
Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
89 United States BAE SYSTEMS 3G050 - cp Draft

< Returnto Dashboard

Applicant Information
Information

icp it 7 . -
Artachments Do you currently have a JCP Certification? Current Expiration Date (if known)

Sign and Submit

Certification Number

N/A

U.S. JCP Application First Section Questions (always read only)
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2. Questions in Second Section of The U.S. JCP Application Information Page - all but the Type of
Submission are pulled into the Applicant Information page from existing Organization data:

Physical Address

Subsidiary (if applicable)

Company CAGE Code

Are you registered in SAM (System for Award Management) (No/Yes)?
Current Expiration Date (if known)

Type of Submission (mark one) *

> Initial Submission

» Renewal (removed 5-Year — waiting for approval on this)

» Revision
Physical Address Subsidiary (if applicable)
244 \W0O0D 5T NA

LEXINGTOMN, MA 02421-2108

Company CAGE Code Are you registered in SAM (System for Award Management)?

Current Expiration Date [if known)

Tyvpe of Submission (mark one) *

Select Submission Type e

Select Submission Type
Initial Submission
5-Year Renewal
Revision

U.S. JCP Application Second Section Questions
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3.

Questions in Data Custodian (Third) Section of the U.S. JCP Application Information Page

Name of Data Custodian* (First and Last name)
Telephone Number (Direct Line) * (auto-formatted — just type in phone without dashes).
Title* (Data Custodian Title)
Email Address* (Data Custodian’s email address)
What is the IP address of the computer used by the Primary Data Custodian? *
Hover over the blue question mark icon for help.
What is the MAC address of the computer used by the Primary Data Custodian? *
Hover over the blue question mark icon for help.
What is the physical address of this computer? *
Do you have a server to store DoD export controlled technical information? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o If yes, what is the MAC address? *
Is the designated Data Custodian, (i.e., the person responsible for downloading DoD export-controlled technical
data from and protecting it from unauthorized dissemination) also the company's signatory and authorized
company representative on this application? *
Add Alternate Data Custodian — if this is clicked, a new set of questions is displayed.

Data Custodian

MNarme of Data Custodian * Telephone Number [Direct Line) *
Jane Doe 201-555-1212

litle ® Email Address*
Lead Tester jdoe@mailcom

What is the IP address of the computer used by Lthe Primary Data Custodian? * g
123023123123

What is the MAC address of the computer used by the Primary Data Custodian?* @
01:02:035:04:05:06

What is the physical address of this computer? *
Lexington, MA

Do you have a server to store unclassified export controlled technical information? *

If yes, what is the MAC address? *

03:02:01:0£:05:06

Is the designated Data Custodian [person responsible for receiving and disseminating unclassified technical data) also the company's signatory and

authorized company representative on this application? *

© Add Alternate Data Custodian

U.S. JCP Application Data Custodian (Third) Section Questions
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Add Alternate Data Custodian in U.S. JCP Application

Alternate Data Custodian

Mame of Data Custodian [Alternate) * elephone Number [Alternate, Direct Line) ®
Johin Smith 301-555-2345

litle (Alternate) * Email Address®
Tester jsmith@mail.com

What is the IP address of the computer used by the Alternate Data Custodian? *

[24 124 124 24

What is the MAC address of the computer used by the Alternate Data Custodian? *

0E0504:03:0201

What is the physical address of this computer? *

Boston, M4

U.S. JCP Application Alternate Data Custodian (Third) Section Questions

Name of Data Custodian (Alternate)* (First and Last name)
Telephone Number (Alternate, Direct Line) * (auto-formatted — just type in phone without dashes).
Title (Alternate) * (Data Custodian Title)
Email Address* (Data Custodian’s email address)
What is the IP address of the computer used by the Alternate Data Custodian? *
What is the MAC address of the computer used by the Alternate Data Custodian? *
What is the physical address of this computer? *
ote: To close the Alternate Data Custodian section, click the X in far-right Alternate Data Custodian Header bar.

z. e 6 o o o o
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4. Questions in Fourth Section of The U.S. JCP Application Information Page

e Are you a Prime Contractor or a Sub-Contractor? * You must select one of the following items:
» Prime Contractor
» Sub-Contractor
» Neither

e Describe what you do? * Hover over e icon to get link to US Relevant Business Activity guide.

e Describe what types(s) of items/materials/products or services you provide? What are the NAICS (North American
Industry Classification System) or associated FSC (Federal Supply Class) codes of these products?*

e If you are a non-manufacturer, provide the CAGEs and company name(s) of the manufacturer(s) that produce your
product

e Click Search to search for a CAGE and a pop-up will appear where you can search for an organization. If you get
a result, click the checkbox next to the organization you want to add and click the Select button, otherwise click
Cancel - either will close the pop-up.

Search Organizations

26120 Legal Name Zip/Pastal Code

State/Prov. Contact Phone

Legal Business
Mame

B CAGE Code City State/Prov. JCP Status

26120 - APOGEE NEW BERLIN Wl DEV Expired
INDUSTRIES INC

Cancel

CAGE Search Pop-up in U.S. JCP Application Applicant Information Page
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If you don’t want to Search, click the +Add Manual Row button and type in the Company Name and CAGE
Code. If you want to remove a row — click the red trash can icon and the row will be removed.

Are you a Prime Contractor or a Sub-Contractor? ®
Prime Contractor w
Describe what you do? * @
Testing
Pl

Describe what types(s) of items/materials/products or services you provide? What are the NAICS [North American Industry Classification Systern) or associated FSC
{Federal Supply Class) o

odes of these products? *

lesting Services

i

fyou are a non-manufacturer, provide the CAGEs and company name(s) of the manufacturer(s) that produce your preduct

[ Q Search | © Add Manual Bow ]

Company Mame CACE Code
APOGEE INDUSTRIES INC 28120
ABC CORPORATION 12345

Added CAGE Codes Section in U.S. JCP Application Applicant Information Page
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e s your equipment/material/service related to the United States Munitions List (USML) or Commerce Control List
(CCL)? *

e Are you registered with Directorate of Defense Trade Controls (DDTC)? *
Do you possess a U.S. Export Control License(s)? Provide proof of license. *
State your legitimate business purpose for Unclassified Export Controlled Technical Information access. *

Are you a Prime Contractor or a Sub-Contractor? ®
Prime Contractor e
Describe what you do?* @
Testing
A

Describe what types(s) of itemisimaterialsfproducts or services you provide? What are the NAICS (North American Industry Classification Systerm) or associated FSC

\Federal Supply Class) codes of these products? *

lesting Services

e

fyou are a non-manufacturer, provide the CAGEs and company nameis) of the manufacturer(s) that produce your product

[ Q, Search | @ Add Manual Row

Company Name CAGE Code
APOGCEE INDUSTRIES INC 28120
ABC CORPORATION 12345

= your equipment/material/service related to the United States Munitions List (USML) or Commerce Control List (CCL)7 *

‘fE =

Are you regist

Sl ez

rd
f

Do you possess a LS. Export Contrel License(s)? Provide proof of license *

State your legitimate business purpose for Unclassified Expert Contrelled Techrical Infermation access. *

lesting

e

U.S. JCP Application Fourth Section Questions (Screenshot 1 of 2)
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Do you require access to a specific system to access this information? *

- If No is clicked, continue to the next question.

- If Yes is clicked, an additional question appears that must be completed:
If so, name the specific system (select all that apply)

» DoD
> SAM
> DLA/DIBBS

» Conference Attendee

Note: DoD, SAM, and Conference Attendance can be selected together.

DLA/DIBBS can only be selected individually.
- If DLA/DIBBS is selected, the following question is displayed:
Are you registered with DIBBS *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:

o DIBBS Registration # *
Indicate the government agency or 3rd party requiring you obtain JCP certification. Include the Point of Contact
Information. If you do not have a current Point of Contact for certification, you should indicate this. *
DoD Export-controlled technical data is both "controlled technical information" and "covered defense information”
as those terms are defined in DFARS clauses 252.204-7008, 252.204-7009, and 252.204-7012. Is your company
in full compliance with the terms of these clauses? *
Does your company have a U.S. National Institute of Standards and Technology (NIST) Special Publication (SP)
800-711 cybersecurity assessment documented on the Supplier Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ in accordance with DFARS Case 2019-D0417? *

Co wou reguire access to a specific LS. systermn to access this information? *

-

f =0, name the specific system (select all that apply) *

DLA/DIBEBS

Are you registered with DIBBS [Defense Logistics Internet Bid Board System)? *

B -

DIBES Registration #*

12345
ndicate the government agency or 2rd party requiring you cbtain JCP certification. Include the Point of Contact Information. If you do not have a current Point of
Contact for certification, you should indicate this. *
DLA
g

LoD Export-controlled technical data is both "controlled technical information” and "covered defense information” as those terms are defined in DRARS clauses 252 204

7008, 2522047009, and 252.204-7012. Is yvour company in full compliance with the terms of these clauses? *

o -

Coes your company have a LS. National Institute of Standards and Technology [NIST) Special Publication [SP) 800-711 cybersecurity assessment documented on the

[ in accordance with DFARS Case 2019-D0417 *

Supplier Performance Risk Systern {SPRS) at https:

- N

U.S. JCP Application Fourth Section Questions (Screenshot 2 of 2)
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5.

Questions in Final (Fifth) Section of The U.S. JCP Application Information Page

Are you a citizen or a person admitted lawfully for permanent residence into the United States? *
Name of the individual who can obligate the company to a legally binding contract. *
Title of the individual who can obligate the company to a legally binding contract. *

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Next button to move to the Attachments page of the JCP Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to
successfully submit your JCP Application.

Are you a citizen or a persen admitted lawfully for permanent residence into the United States? *

-

MWame of the individual who can obligate the cempany to a legally binding contract. *
John Q Doe

litle of the individual who can obligate the company to a legally binding contract. *
Cirector

U.S. JCP Application Final (Fifth) Section Questions
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6. U.S. JCP Application Attachments

For United States JCP Applications, the required Attachments are:

e Proof of Legitimate Business (Secretary of State)
¢ Introduction to Proper Handling Training Certificate

} Joint Certification Program Jane Doe @

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status

elete Dra
aa United States BAE SYSTEMS 3G0S0 e Draft Delete Draft

< Return te Dashbeard

Applicant Information Attachments

Attachment:
Do not upload docurnents with personally identifiable information (PII)
Sigr
I

bmit

{Sec of State) *

ntroduction To Braper Handling Training Certificate *

Additional Attachments

Click or Drag/Drop to add files

File Document Type

< Previous

U.S. JCP Application Attachments Page

To attach a required file, click the Attach File button next to the name of the required document in the Attachments
page of the JCP Application. You will be prompted to find your document via Windows Explorer where you will find
and choose your document and click Open.

To attach additional attachments:

e Click in the Click or Drag/Drop to add files box, choose the file via Windows Explorer and click Open.
or

e Find a document on your computer and drag it to this box and drop it in

NOTE: If you do not attach the required documents, you cannot navigate to the next tab in the application. The
names of the required documents will be automatically renamed once uploaded into the application.
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In both cases, a pop-up will appear asking you to select a Document Type:

Available document types:

e DD Form 2345
e Export Control License
e DDTC Registration Letter
e DLA Questionnaire
e TSC Results
e Other
F
Add Metadata pod
M FCAGE.doc
Document Type *
DOC
Size: 20 5 | Select Document Type |
KB Select Document Type
i} DD Form 2345
Export Control License
DDTC Registration Letter
LA Questionnaire
T5C Results a
Other

U.S. JCP Application Document Type Select Box Pop-up
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DLA

Once the Document Type is chosen, click the Submit button. Clicking the Cancel button will keep the document

from being uploaded.

e The red trashcan icon i can be clicked for a particular uploaded document to remove it from the Draft JCP
Application.

+
e The name of the document or the blue down arrow == can be clicked to download the uploaded document from

the JCP Application.

Additional Attachments

4+

[ ]
Click or Drag/Drop to add files

File Document Type

Other i 2

Next »

Additional Attachments Section of the U.S. JCP Application Attachments Page

Click the Next button to move to the Sign and Submit page of the JCP Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to

successfully submit your JCP Application.
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7. U.S. JCP Application Sign and Submit

The check box must be clicked so that it appears as a check mark .

After acknowledgement check, enter legal name below (First, Middle Initial, Last)* field must be populated
with the user’s name.

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Previous button to move to the Attachments page of the JCP Application.

; Joint Certification Pregram John Doe
)
Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
202 United States Kelly Test Service 98212 20324 Ice Draft

< Return to Dashboard

Applieant Infor

Sign and Submit

ents As a condition of receivi

Sign and Submit

a militarily eritical technical data, the entity andk

individual certifies that

ledge all resper
the U.S. Govel
nd agree Not 1o di

ties under U.S. export and control |

cumstances, to obtain an export
) or applicable Canadian expart control
licable LS. or Canadian expert control [a

hey will not provide ac

an their behalf. Unle:

militarily critical technical datz

cess is permitted by US. DoDD

ver than
Canada's TDCR or

mployees, or eligible
U5 or Canadiar

nated by another JCP certified entity to act
ency that provided the technical data

The assigned Data Custodianis) lawful residency must be the entity's country of certification.

hey are not themselves debarre

form on U.S. of Canadian
he prow

rnment contracts, and have not viclated U'S. or contravened
ions of US. DoDD 523025 of Canada's TDCA

port control laws a

on their behalf, wha will have acs

ontracts or has violate

mation given
th and are made in good fai that a knai
imprisenment, or both. (For LS. contractors see U.S. Code, Title 18 Section 1001 and for Canadian contra

After acknowledgement check, enter legal name below (First, Middle Initial, Last) *

Kay E [lester

= =

U.S. JCP Application Sign and Submit Page
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Click the Submit button if you have completed the Applicant Information page, Attachments, and Sign and
Submit pages. If you click Submit and you have not completed everything, you will receive an error message letting
you know what needs to be fixed to successfully submit your JCP Application. If you have completed everything,
after you click the Submit button, you will receive a message on the bottom of the screen that you have successfully
submitted and will be returned to the Dashboard.

et
f=9) Joint Certification Program
"l

Organization Details &' Dash boa rd Actiors - |
Legal Busiress Mame: BAE SYSTEMS
CACECDAR 20050 CAGE SINtus M Draft Applications
SAM Status MM SAM Expirgtion: P Appicatian ID Appication Typs STalLs Created On Cruated By
ICP Satus Actie ICP Expiration: H/A
ICP Cerufication & N/
DEV Expirationc N/A
Menu In-Progress Applications
# Dashboard Aaphcaton D Aspication Typs Subsrinzed By Daze Recaived Dt Amsigried Applicat anus A Irdicate:
Q Grganization Scarch a0 ICP- Initial Jane Das 0EHRIAE - Pending Awignenen =

Completed Applications
Complated Expiration Date P —

Aapicaton ID Aapkcation Type Appization Status Duate

Mo Complated ADSficacions oo Show

U.S. Dashboard with Successful Submission message
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10.1.2. Canada Organization JCP Application

Joint Certification Program James Kirk
i
Organization Details & Dashboard
Legal Business Name: MAFLE LEAF SYSTEMS T -
i i JCP Certification RBeguest
CAGE Code: CA123 CAGE Status: Active Draft Applications
. DLa Enhanced validation Reguest
SAM Status: Active SAM Expiration: N/# Application I Application Typa Status. Created On Created By
ICP Status: Active ICP Expiration: 02/23/2028
) £ e Draft 02/01/2023 Canada Test
ICP Certification # 0022222
DEV Expirtion: 02232006 % P Draft o2joy2023 Canada Test
e e Draft 02/03/2023 Canada Test
Menu
44 P Draft 02/06/2023 Canada Test
Q Craganization Search 40 1P Draft 02/10/2023 James Kirk
& Organization Users
23> >

Dashboard Actions

JCP Certification Request b4

All information provided here must precisely match your information as recerded in the CAGE
database.*

CAGE @
Legal Business Name MAPLE LEAF SYSTEMS
CAGE Code CAlZ3

Physical Address 1l Lake Street
Toranta, ON M4B1¥Y

Subsidiary (if applicable) A

SAM (U.S. System of Award Management) @

UEI

SAM Expiration Date

aneel -

Canada JCP Certification Request Pop-up
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All items in the Applicant Information page marked with a red * (asterisk) must be answered.

1. Questions in first section of the Canada JCP Application Information Page - this information is pulled into
the Applicant Information page from existing Organization data — nothing to update.

e Do you currently have a JCP Certification? Yes
Current Expiration Date (if known):
Certification Number

" Joint Certification Program

-
LI

< Returnto Dashboard

Applicant Information
[ —

James Kirk (@

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status CGP #

20 Canada MAPLE | EAF SYSTEMS CARE 0022222 JCE Draft EoEEE
Applicant Information
Do you currently have a JCP Certification? Current Expiration Date (if known)

Certification Mumber

0022222

Canada JCP Application First Section Questions (always read only)
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2,

Questions in Second Section of The Canada JCP Application Information Page - all but the Type of
Submission are pulled into the Applicant Information page from existing Organization data:

Physical Address

Subsidiary (if applicable)

Company CAGE Code

Are you registered in SAM (System for Award Management)?
Current Expiration Date (if known)

Type of Submission (mark one) *:

» Initial Submission

» Renewal (removed 5-Year — waiting for approval on this)

» Revision
Physical Address Subsidiary {if applicable)
11 Lake Strect M/a

Toronto, ON M4AB1YY

Company CAGE Code Are you registered in SAM (System for Award Management)?

Current Expiration Date (if known)

Iype of Submission {mark one) *

nitial Subrnission W

Select Submission Type

Initial Submission
5-Year Renewa
Rewision

Canada JCP Application Second Section Questions (read only except Type of Submission)
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3.

Questions in Data Custodian (Third) Section of The Canada JCP Application Information Page

Initially, the following questions are available in Block 3:

Name of Data Custodian* (First and Last name)

Telephone Number (Direct Line) * (auto-formatted — just type in phone without dashes).

Title * (Data Custodian Title)

Email Address * (Data Custodian’s email address)

Is the designated Data Custodian, (i.e., the person responsible for downloading DoD export-controlled technical
data from and protecting it from unauthorized dissemination) also the company's signatory and authorized
company representative on this application? *

Add Alternate Data Custodian — if this is clicked, a new set of questions is displayed.

Data Custodian

Name of Data Custodian * lelephone Number (Direct Line) *
Jarmes Kirk FT7-555-1212

litle * Email Address*®
CEC jkirki@mailcom

s the designated Data Custodian (person responsible for receiving and disseminating unclazsified technical data) also the company's signatory and authotized

company representative on this application? *

@
@ Add Alternate Data Custodian

Canada JCP Application Data Custodian (Third) Section Questions

Alternate Data Custodian w8
Mame of Data Custodian (Alternate) * elephone Number [Altermate, Direct Line) *

Leonard MeCay TIT-555-1234
litle {Alternate) * Email Address*

CO0 jkirki@mail com

Canda JCP Application Alternate Data Custodian Section Questions

Name of Data Custodian (Alternate) * (First and Last name)
Telephone Number (Alternate, Direct Line) * (auto-formatted — just type in phone without dashes).
Title (Alternate) * (Data Custodian Title)
Email Address * (Data Custodian’s email address)
What is the IP address of the computer used by the Alternate Data Custodian? *
What is the MAC address of the computer used by the Alternate Data Custodian? *
What is the physical address of this computer? *
Note: To close the Alternate Data Custodian section, click the X in far-right Alternate Data Custodian Header bar.
What is the IP address of the computer used by the Primary Data Custodian? Hover the blue question mark icon
for help. *
What is the MAC address of the computer used by the Primary Data Custodian? Hover the blue question mark
icon for help. *
Do you have a server to store DoD" export controlled technical data? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o Ifyes, what is the MAC address?
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4,

Questions in Fourth Section of The Canada JCP Application Information Page

Are you a Prime Contractor or a Sub-Contractor? * You must select one of the following items:
» Prime Contractor

» Sub-Contractor

> Neither

Describe what you do? * Hover over © iconto get link to US Relevant Business Activity guide.

Describe what types(s) of items/materials/products or services you provide? What are the NAICS (North American
Industry Classification System) or associated FSC (Federal Supply Class) codes of these products?*

Are you registered with the Controlled Goods Program? *

- If Nois chosen, move onto the next question.

- If Yes is chosen, a new question is displayed:

If yes, please provide the registration number. Use your program CG#####. Do not provide your certificate
number. *

Is your equipment/material/service related to the United States Munitions List (USML) or Commerce Control List
(CCL)? *

Are you a Prime Contractor o a Sub-Contractor? ®

Frime Contractor ~

Describe what you do?* @

lesting

el

lesting Services

Are you registered with the Controlled Goods Program? * If yes, please provide the registration number. Use your program CO&#888. Do not
f prow your certificate number. ®
[
12345
< your equipment/materialfservice related to the United States Munitions List {USML) or Commerce Control List {CCL)7 *

Canada JCP Application Data Custodian Fourth Section Questions Page (1 of 2)

Do you require access to a specific U.S. system to access this information? *
- If Nois clicked, continue to the next question.

- If Yes is clicked, an additional question appears that must be completed:
If so, name the specific system (select all that apply)

> DoD
> SAM
> DLA/DIBBS

> Conference Attendee

Note: DoD, SAM, and Conference Attendance can be selected together.

DLA/DIBBS can only be selected individually.
IMPORTANT: If DLA/DIBBS is chosen, the following questions are added to the Data Custodian section of the
Applicant Information page:

What is the IP address of the computer used by the Primary Data Custodian? *

What is the MAC address of the computer used by the Primary Data Custodian? *

What is the physical address of this computer? *

o Do you have a server to store unclassified export controlled technical information? *
- If No is clicked, continue to the next question.
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- If Yes is clicked, an additional question appears that must be completed:
o If yes, what is the MAC address? *

Is the designated Data Custodian (person responsible for receiving and disseminating unclassified technical data)
also the company's signatory and authorized company representative on this application?*
If DLA/DIBBS is chosen, the following questions are added to the Alternate Data Custodian section of the
Applicant Information page:
What is the IP address of the computer used by the Primary Data Custodian? *
What is the MAC address of the computer used by the Primary Data Custodian? *
What is the physical address of this computer? *
Are you registered with DIBBS *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:

o DIBBS Registration # *
Indicate the government agency or 3rd party requiring you obtain JCP certification. Include the Point of Contact
Information. If you do not have a current Point of Contact for certification, you should indicate this.*
DoD Export-controlled technical data is both "controlled technical information" and "covered defense information”
as those terms are defined in DFARS clauses 252.204-7008, 252.204-7009, and 252.204-7012. Is your company
in full compliance with the terms of these clauses? *
Does your company have a U.S. National Institute of Standards and Technology (NIST) Special Publication (SP)
800-711 cybersecurity assessment documented on the Supplier Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ in accordance with DFARS Case 2019-D0417? *

Do you require access to a specific U.S. system to access this information? *

@ -

f so, name the specific system (select all that apply] *

CLA/DIBBS
Are you registered with DIEBS [Defense Logistics Internet Bid Board System)? *

-

DIBBS Registration #*

I2545

ndicate the government agency of 3rd party requiring you cbtain JCP certification. Include the Point of Contact Information. If vou do not hawve a current Point of

Contact for certificat should indicate this. *
DL

s

LoD Export-controlled technical data is both "controlled technical information” and "covered defense information” as those terms are defined in DRARS clauses 252204

VOO, 2522047009, and 2522047012 15 your company in full compliance with the terms of these clauses?*

@ -

Does your company have a U.S. Mational Institute of Standards and Technology [NIST) Special Publication [SF) 800-711 cybersecurity assessment documented on the

Supplier Performance RBisk System (SPRS) at httpsfwwwsprs.csd disa milf in accordance with DFARS Case 2019-D0417

| Nfa Yes

Canada JCP Application Data Custodian Fourth Section Questions (2 of 2)
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Data Custodian

Mame of Data Custodian * lelephone Nurmber [Direct Line) *
James Kirk TI7-5551212

Title ® Email Address *
CEG jkirki@mail.com

what is the 1P address of the computer used by the Primary Data Custodiar? * @

124 240124 124

what is the MAC address of the computer used by the Primary Data Custodian? * g

0102:03:04:0506

What is the physical address of this computer? *

loronto, ON

Co you have a server to store unclassified export controlled technical information? *

f yes, what is the MAC address?*

010205040506

s the designated Data Custodian (persen responsible for receiving and disseminating unclassified technical data) alse the company's signatory and authorized
company representative on this application? *

@ Add Alernate Data Custodian

Data Custodian Questions In Canada JCP Application after choosing DLA/DIBBS

Alternate Data Custodian b4
Mame of Data Custedian (Alternate) * Telephone Number [Alternate, Direct Line) *

Leonard MoCaoy 75551254
Title [Alternate) * Email Address*

[aals] jkirk@rmail.com

What is the 1P address of the computer used by the Alternate Data Custodian? *
what is the MAC address of the computer used by the Alternate Data Custodian? *

060504030201

What is the physical address of this computer? *

loronto, OM

Alternate Data Custodian Questions In Canada JCP Application after choosing DLA/DIBBS
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5. Questions in Final (Fight) Section of The Canada JCP Application Information Page

e Are you a citizen or a person admitted lawfully for permanent residence into Canada? *
o Name of the individual who can obligate the company to a legally binding contract. *
o Title of the individual who can obligate the company to a legally binding contract. *

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Next button to move to the Attachments page of the JCP Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to
successfully submit your JCP Application.

Are you a citizen or a persen admitted lawfully for permanent residence into Canada?*

& -

Name of the individual who can obligate the company to a legally binding contract *
Jarmes Kirk

litle of the individual who can obligate the company to a legally binding contract. *
CED

Canada JCP Application Final (Fifth) Section Questions
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6. Canada JCP Application Attachments Page

For Canada JCP Applications, the required Attachments are:

e Proof of Business: (CRA Business Number)

Provide as attachment *
o CGP Registrants attach CGP Certificate or if not CGP registered Introduction To Proper Handling Training
Certificate *

~— o=
- } Joint Certification Program Tamesiick @' Profile L
‘e

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status CGP #
80 Canada MAPLE LEAF SYSTEMS CAIRS 0022222 Jce Draft 12345 Delat=Dlt
< Return to Dashboard

Applicant Information Attachmentis

Do not upload documents with personally identifiable information (Pl
Sign and Submit
= iness Number) * i of Bl pdf @
or if not CGP aining Certificate.pdf &

n To Proper Handling Training

Click or DragiDrop fo add files

Submit

Canada JCP Application Attachments Page

To attach a required file, click the Attach File button next to the name of the required document in the Attachments
page of the JCP Application. You will be prompted to find your document via Windows Explorer where you will find
and choose your document and click Open.

To attach additional attachments:

e Click in the Click or Drag/Drop to add files box, choose the file via Windows Explorer and click Open.
or

e Find a document on your computer and drag it to this box and drop it in

NOTE: If you do not attach the required documents, you cannot navigate to the next tab in the application. The
names of the required documents will be automatically renamed once uploaded into the application.
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In both cases, a pop-up will appear asking you to select a Document Type:

Available document types:

e DD Form 2345
e Export Control License
e DDTC Registration Letter
e DLA Questionnaire
e TSC Results
e Other
F
Add Metadata pod
M FCAGE.doc
Document Type *
DOC
Size: 20 5 | Select Document Type |
KB Select Document Type
i} DD Form 2345
Export Control License
DDTC Registration Letter
LA Questionnaire
T5C Results a
Other

Canada JCP Application Document Type Select Box Pop-up
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DLA

Once the Document Type is chosen, click the Submit button. Clicking the Cancel button will keep the document

from being uploaded.

e The red trashcan icon i can be clicked for a particular uploaded document to remove it from the Draft JCP
Application.

+
e The name of the document or the blue down arrow == can be clicked to download the uploaded document from

the JCP Application.

Additional Attachments

4+

[ ]
Click or Drag/Drop to add files

File Document Type

Other i 2

Next »

Additional Attachments Section of the Canada JCP Application Attachments Page
Click the Next button to move to the Sign and Submit page of the JCP Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to

successfully submit your JCP Application.
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7. Canada JCP Application Sign and Submit Page

The check box must be clicked so that it appears as a check mark .

After acknowledgement check, enter legal name below (First, Middle Initial, Last)* field must be populated with
the user’s name.

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Previous button to move to the Attachments page of the JCP Application.

Click the Submit button if you have completed the Applicant Information page, Attachments, and Sign and
Submit pages. If you click Submit and you have not completed everything, you will receive an error message letting
you know what needs to be fixed to successfully submit your JCP Application. If you have completed everything,
after you click the Submit button, you will receive a message on the bottom of the screen that you have successfully
submitted and will be returned to the Dashboard.

Joint Certification Program James Kirk

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status

173 Canada Analytics Communication 38661 20175 DLA Enhanced Validation Request Draft Delete Draft
Systems Inc

< Return to Dashboard

Appiicant Information Sign and Submit

Attachments
As a condition of recelving Militarily Critical Technical Data, the entity and/or ingividual certifies that

Sign and Submit
They acknowledge all respensibilities under applicable U.S. export and control laws and regulations (including the obligation, under certain circumstances, to cbtain

s of military eritical technical data within the United States) or applicable Canadian exp

control laws

an export license from the US.

vernment pricr to the

and regulations, and agree not to disseminate militarily critical technical data in a manner that would violate applicable U.S. or Canadian export control laws and

regulations.

agency of the U.S. Government or the Canadian Government or for other legitimate business activities in

The data is required to bid or perferm en a contra o
ecifically diselesed in item 4.

which the centractor is eng

other than their emnployees or eligible persons designated by the certified entity to act on
nada's TDCR or the U.S. or Canadian Government agency that provided the technical data

militarily cr technical data to
ermitted by U.S. DeDD 5230.25

their bel

lawful residency must be in the entity's country of certification

pended or otherwise ineligible to perform on U.S.
net had a certification revoked under tf

ated by the certified entity to act on their behalf, w
US or Canadian Government contracts or has viclated U.S. or contravened Canadian export control laws

10 will have access to military critical technical data is disbarres

suspended, or otherwise inelig
cation revoked under th rovisions of U.S. DoDD 5230.25 or Canada's TDCR.

true, complete, and accurate to the best of my knowledge and belief and
n be punished by fine or imprisonment or both. {For US. contractors

1 certify that the information and certificati
are made in good faith. | understand that

see US Code, Title 18, Section 1001 and for Canadi. cduction Act]®

by me are true, complete, and accurate to the best of my knowledge and belief and are made in good faith. |
ment on this application can be punished by fine or imprisonment or both

@ | certify that the information and certificat
understand that a knewing and willful fals

After acknowledgeme k, enter legal name below [First, Middle Initial, Last)

(b) Autherized Company Representative (As it appears on your DD Form 2345, Block &) *

James T Kirk

(e} Company Data Custodian {as it appears on your DD Form 2345, Block 3)*

Johin A Smith|

Canada JCP Application Sign and Submit Page
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CACE Coder CAIZT
ShM Sratus Acth

henu

Lagal Buginess Nama: LMARLE LEAF SYSTEMS

Organization Detalls &

Draft Applications

CAGE Status Actie

SAM Expirticn K

PRt ation i ype
2P Expiratiore (2
35 E
L R

ancad Validation Beques

OLA Erhanced Vahidstion Feques

Completed Applications

Appiication I Apgiicaton Type

34 ICF- bnitial

] Ick

oy OLA Erfanced Yakostion Request
OLA Ennanced Vakdation fequest

az OLA Ennanced vabdstion feques:

Dashboard

b
Dinaf
Dk
Dimft L0LR0EE
Diak 2003
Dt 02000008

Jares Kirk

Jarred Kirk

plicanion Saatis Date Comakusd
Fsjected
Compiketed 02/0%2023
Bmiected G i3
Compiated
Fisjected O2NBE02Y

Crestes By
Canada Test

Canada Test

Jamies Kick Tiviate

Age ndicanar

0405/200%

DLA

Canada Dashboard with Successful Submission message
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10.2 JCP Application — Update Draft (U.S. and Canada)

To update a Draft JCP Certification Application, from the Draft Applications table in the Dashboard, click the
Open button for the application you want to update.

Joint Certification Program

ValveTest @ Prof

Organization Details (2

Legal Business Name: Dunder Mifflin
CAGE Code: DM123 CAGE Status: N/A
SAM Status: M/A SAM Expiration: N/A
JCP Status: Active JCP Expiration: 02/01/2028
ICP Certification #: 75000

DEV Expiration: 01/1%/2026

Menu

Jrganization search
Org Search

= Organization Users

Dashboard

Draft Applications

Application
[[n]

6

il

22

# Dashboard
30

)

<< =132 >

Application Type Status
DLA Enhanced Validation Draft
Reguest

icp Draft
DLA Enhanced Validation Draft
Reguest

icp Draft
icp Draft

Created On

01/24/2023

01/25/2023

01/27/2023

02/01/2023

02/01/2023

Actions ~

Created By
Valve Test
Valve Test
A COtL -.Z-pm
Valve Tests

All items in the Applicant Information page marked with a red * (asterisk) must be answered.

See Section 10.1.1 for U.S. Application and Section 10.1.2 for Canada Application. Creating a new draft application

and updating an existing draft application are the same.
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10.3 JCP Application — Delete Draft (U.S. and Canada)
To delete a Draft JCP Application:

o Click the Delete button for the Application you want to delete within the Draft Applications section of the
Dashboard.

™
3 Joint Certification Program Valve Test

& g
g i
% ¢
(1118

Organization Details (' Dashboard Actions “

Legal Business Name: Dunder Mifflin

Draft Applications

CAGE Code: DM123 CAGE Status: N/&

SAM Status: N/ SAM Expiration: M/& Applicati
H i e IE‘:I) SE Apgplication Type Status Created On Created By
JCP Status: Active JCP Expiration: 02/01/2028
JCP Certification & 75000 16 DLA Enhanced Draft 01/24/2023 Valve Test
Validation Reguest

DEV Expiration: 01/19/2026

21 icp Draft 01/25/2023 Valve Test

Menu 22 DLA Enhanced Draft 01/27/2023 Valve Test
Validation Reguest

# Dashboard
M 30 icp Draft 02/01/2023 Mike Scote
Q Organization Search

. o alve Tests
| % Organization Users 33 icp Draft 02/01/2023 Valve Tests

Delete button for a given Draft Application

o Click the Open button for the Application you want to delete and from any of the pages in the Application, click the
red Delete Draft button.

ey
& Joint Certification Program Valve Test

Application # Country Organization CAGE Code Application Type Status

2 United States Hame DMI23 icp Draft Delete Draft
Dunder Mifflin

< Return 1o Dashboard

Questiennaire Sign and Submit
Amtachments B8 | certify that the information and certifications made by me are true, complete, and accurate to the best of my knowledge and

belief and are made in good faith. | understand that a knowing and willful false statement on this application can be punished by
Sign and Submit fine or imprisonment or both.

Delete Draft button from within a JCP Draft Application

For either approach, a Delete Application Pop-up will appear — click the red Delete button to delete the JCP
Application from the JCP Portal.

Delete Application X

Are you sure you want to delete
Application #167

Cancel Delete

Delete Application Pop-up
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DLA

11.0 DLA Enhanced Validation Request Application

11.1 DLA Enhanced Request — New Draft

To begin a new DLA Enhanced Validation Request Application, click the Actions select box in the top right corner of
the Dashboard page. From the dropdown choose DLA Enhanced Validation Request.

N
3 Joint Certification Program

T

Organization Details
Legal Business Name: MARLE LEAF SYSTEMS

Draft Applications

CAGE Code: CA123 CAGE Status: Active
i i Application 1D Application Type
s bl
DEV Expiration: 02/23/2026 e _—
38 Ik
Menu
# Dashboard po: cp
C Search 49 xp

James Kirk @ Prof

JCP Certification Reguest

DLA Enhanced validation Reguest
Status Created On Created By
Draft Canads Test Delet Gpen
Draft nada B
Draft nada T Gpen
Draft 02102023 James Kirk Delete

All items in the Applicant Information page marked with a red * (asterisk) must be answered.

11.1.1. U.S. Organization DLA Enhancement Request Application

1. Questions in First Section of The U.S. DLA Enhancement Request Application Information Page - this
information is pulled into the Applicant Information page from existing Organization data — nothing to update.

Legal Business Name
Physical Address
Subsidiary (if applicable)
Company CAGE Code
Expiration Date (if known)
Certification Number

I-‘"\
fizs 1 Joint Certification Program
“Tim®

< Return to Dashboard

Applicant Information

Applicant Information

Legal Business Name

Dunder Miffiin

Subsidiary (if applicable)
NfA

Expiration Date (if known)

03/16/2028

Application # Country ‘Organization Name CAGE Code JCP Certification #
ox United States Dunder Mifflin DMI23 15000

Valve Test (%

Application Type Status
DBLA Enhanced Validation Request Draft BRI

Physical Address

Company CAGE Code
DMIZs

Certification Number

75000

U.S. DLA Enhancement Request Application First Section Questions (always read only)
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2,

Questions in Data Custodian (Second) Section of The U.S. DLA Enhancement Request Application
Information Page

Name of Data Custodian * (First and Last name)
Telephone Number (Direct Line) * (auto-formatted — just type in phone without dashes).
Title * (Data Custodian Title)
Email Address * (Data Custodian’s email address)
What is the IP address of the computer used by the Primary Data Custodian? * Hover over the blue question mark
icon for help.
What is the MAC address of the computer used by the Primary Data Custodian? * Hover over the blue question
mark icon for help.
What is the physical address of this computer? *
Do you have a server to store unclassified export controlled technical information? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o If yes, what is the MAC address?
Is the designated Data Custodian (person responsible for receiving and disseminating unclassified technical data)
also the company's signatory and authorized company representative on this application? *
Add Alternate Data Custodian — if this is clicked, a new set of questions is displayed.

Data Custodian

@ Add Alternate Data Custodian

U.S. DLA Enhancement Request Application Data Custodian (Second) Section Questions
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Add Alternate Data Custodian in U.S. DLA Enhanced Validation Request Application

N

Name of Data Custodian (Alternate)* (First and Last name)
Telephone Number (Alternate, Direct Line) * (auto-formatted — just type in phone without dashes).
Title (Alternate) * (Data Custodian Title)
Email Address* (Data Custodian’s email address)
What is the IP address of the computer used by the Alternate Data Custodian? *
What is the MAC address of the computer used by the Alternate Data Custodian? *
What is the physical address of this computer? *
ote: To close the Alternate Data Custodian section, click the X in far-right Alternate Data Custodian Header bar.

Alternate Data Custodian 4
Name of Data Custodian (Alternate) * elephone Mumber [Alternate, Direct Line] ®
Emily Smith 301-555-282%
Title [Alternate) * Email Address*
lester esmithi@mail.com
What is the IP address of the computer used by the Alternate Data Custodian? * What is the MAC address of the computer used by the Alternate Data Custedian? *
EZLI2LT21L121 Q1005040506
What is the physical address of this computer? *
Scranton, I-‘»'-'I

U.S. JCP Application Alternate Data Custodian (Second) Section Questions
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3.

also the individua

B -

Has your company's data ¢

Questions in Final (Third) Section of The U.S. DLA Enhancement Request Application Information Page

DoD Export-controlled technical data is both "controlled technical information" and "covered defense information”
as those terms are defined in DFARS clauses 252.204-7008, 252.204-7009, and 252.204-7012. |s your company
in full compliance with the terms of these clauses? *

Does your company have a U.S. National Institute of Standards and Technology (NIST) Special Publication (SP)
800-711 cybersecurity assessment documented on the Supplier Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ in accordance with DFARS Case 2019-D0417? *

Is your company's data custodian (i.e. the person responsible for downloading export-controlled data from cFolders
and protecting it from unauthorized dissemination) also the individual who signed your company's Joint
Certification Program (JCP) certificate (i.e. DD Form 2345) *

Has your company's data custodian reviewed the training titled, "Proper Handling of DoD Export Controlled
Technical Data" and do they understand the company's obligations to protect export controlled data from
unauthorized distribution? *

State your purpose for Unclassified Export Controlled Technical Information access. *

DoD Export-controlled technical data is both "controlled technical information” and "covered defense information” as those terms are defined in DFARS clauses 252204

FO0B8, 252 204-7009, and 2522047012, 1s your company in full compliance with the terms of these clauses? *

-

Coes your company have a LS. National institute of Standards and Technelogy [MIST) Special Publication {SP) 800-711 cybersecurity assessment documented on the

Supplier Performance Risk System (SPRS) at httpsifwww spra.csd disamil! in accordance with DFARS Case 2019-D041? *

-

= your company's data custadian (i.e. the person responsible for downloading export-controlled data from chelders and protecting it from unauthorized dissemination)

| whio signed your company’s Joint Certification Program (JCP) certificate (ie. DD Form 2345) *

todian reviewed the training titled, "Proper Handling of DoD Export Controlled Technical Data” and do they understand the company's

cbligations to protect export controlled data from unauthorized distribution? *

& -

State your purpose for Unclassified Export Contrelled Technical information access. *

lesting T Systems
o~

U.S. DLA Enhancement Request Application Final (Third) Section Questions (1 of 2)
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e Do you require access to a specific U.S. system to access this information? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
¢ If so, name the specific system (select all that apply)

» DoD
> SAM
> DLA/DIBBS

» Conference Attendee
Note: DoD, SAM, and Conference Attendance can be selected together.

DLA/DIBBS can only be selected individually.
If DLA/DIBS is selection, an additional question appears that must be completed:
e Are you registered with DIBBS (Defense Logistics Internet Bid Board System)? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o DIBBS Registration # *
e Do you have a server to store unclassified export controlled technical information? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o Ifyes, whatis the MAC address? *
e What is the physical address of this computer being used to access unclassified export controlled information? *
e What is the MAC address of the computer being used to access unclassified export controlled technical
information? *
e Click the Save button to save your entries for the Applicant Information page so that you can return to this draft
DLA Enhanced Validation Request application at a later time.
e Click the Next button to move to the Attachments page of the Application.
o Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed
to successfully submit your DLA Enhanced Validation Request Application.
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Do you reguire acoess to a specific US. system to access this information? *

Mo R

f 2o, name the specific systermn (select all that apply) *

= DLADIEBS

Are you registered with DIBBS [Defense Logistics Internet Bid Board System)? *

12345

Co you have a server to store unclassified export controlled technical information? *

fyes, what is the MAC address? *

010205040506
What is the physical address of this computer being used to access unclassified
export controlled information? *

Scranton, PA
What is the MAC address of the computer being used to access unclassified export
controlled technical information? *

010205040506

U.S. DLA Enhancement Request Application Final (Third) Section Questions (2 of 2)
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4. U.S. DLA Enhanced Validation Request Application Attachments Page

For DLA Enhanced Validation Request Applications, the required Attachments are:

e Proof of Business: (Sec of State) *
Provide an attachment
e Introduction To Proper Handling Training Certificate*

N

£ Joint Certification Program
{11111

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status

a3 United States Dunder Mifflin DMI2E T5000 DLA Enhanced validation Request Draft Delets Draft
< Return to Dashboard
Applicant Infarmation Attachments

nd Submit

Artachmant
Do riet upload docurments with personally identifiable information (211)
i

U.S. DLA Enhanced Validation Request Attachments Page

To attach a required file, click the Attach File button next to the name of the required document in the Attachments
page of the DLA Enhanced Validation Request Application. You will be prompted to find your document via
Windows Explorer where you will find and choose your document and click Open.

To attach additional attachments:

e Click in the Click or Drag/Drop to add files box, choose the file via Windows Explorer and click Open.
or

e Find a document on your computer and drag it to this box and drop it in
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In both cases, a pop-up will appear asking you to select a Document Type:
Available document types:

DD Form 2345

Export Control License
DDTC Registration Letter
DLA Questionnaire

TSC Results

Other

Add Metadata pod

FCAGE.doc

Document Type *

| Select Document Type |

Select Document Type

i} DD Form 2345
Export Control License
DDTC Registration Letter
LA Questionnaire
TSC Results a
Other

U.S. DLA Enhanced Validation Request Application Document Type Select Box Pop-up
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DLA

Once the Document Type is chosen, click the Submit button. Clicking the Cancel button will keep the document

from being uploaded.

e The red trashcan icon i can be clicked for a particular uploaded document to remove it from the Draft DLA

Enhanced Validation Request Application.

+
e The name of the document or the blue down arrow == can be clicked to download the uploaded document from

the DLA Enhanced Validation Request Application.

Additional Attachments

4+

[
Click or Drag/Drop to add files

File Cocument Type

Other o 3

Next »

Additional Attachments Section of the U.S. JCP Application Attachments Page

Click the Next button to move to the Sign and Submit page of the DLA Enhanced Validation Request Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to

successfully submit your DLA Enhanced Validation Request Application.
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5. U.S. DLA Enhanced Validation Request Application Sign and Submit Page

o After acknowledgement check, enter legal name below (First, Middle Initial, Last):
e (b) Authorized Company Representative (As it appears on your DD Form 2345, Block 6) *
e (c ) Company Data Custodian (As it appears on your DD Form 2345, Block 3) *

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Previous button to move to the Attachments page of the DLA Enhanced Validation Request
Application.

Click the Submit button if you have completed the Applicant Information page, Attachments, and Sign and
Submit pages. If you click Submit and you have not completed everything, you will receive an error message letting
you know what needs to be fixed to successfully submit your DLA Enhanced Validation Request Application. If you
have completed everything, after you click the Submit button, you will receive a message on the bottom of the screen
that you have successfully submitted and will be returned to the Dashboard.

Joint Certification Program JohnDoe (@ Prof
Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
203 United States Kelly Test Service 28912 20324 DLA Enhanced Validation Request Draft

< Return to Dashboard

Sign and Submit

Sign and Submit

ation, under certain circumstances, to obtain
plicable Canadian export contral laws
Canadian expert control laws and

ensibilities Under applicable U
ment prior to t
and regulations, and agree nat to disseminate militari

regulati

required to bid or perform on a contract w ovarnment or the Canadian Government or for other legitimate business activities in

aged or plans to engage a

ans other than
nada's TDCR or the

They will not provid

itical tachnical data to
thei half unk ! 2

eligible persons designated by the certified entity to act on
¢ U.S. DoDD 523025, C

1 Gowernment agency that provided the technical data.

are true, complete, and accurate to the best of my knowledge and belief and

arm can be punished by fine or imprisonment or both. {For U.S. contractors

see US. Code, Title 18, Secticn 1001 and for Canadian contr. Production Act)*

@ | certify that the information and certifications made by me are true, complete, and accurate to the best of my knowledge and belief and are made in good faith. |
understand that a knowing and willful false statement o this application can be punished by fine of imprisanment or both

After acknowledgement check, enter legal name below (First, Middle nitial, Last):
b} Authorized Company Representative [As it appears on your DD Form 2345, Block 6] *

John A Doe

fc) Company Data Custodian {As it appears on your DD Form 2345, Block 3)*

David K Brightman|

U.S. DLA Enhanced Validation Request Application Sign and Submit Page
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Joint Certification Program

Organization Details &

Legal Business Name: Dunder Miffiin
CAGE Code: DMI23  CAGE Status: N/A
SAM Status: N/ SAM Expiration: N/

ICP Status: Active

ICP Expiration: 03/1&
ICP Certification # 75000

Menu

# Dashboard

Draft Applications
Application ID Application Type
% DLA Enhanced validation Request
= IcP
37 xp
ce
bl e

In-Progress Applications

Anplication I Agplication Type

a ICP - Renewal

55 JCE- Initial

ACE - Initial
93 DLA Enhanced Vali on Request
< < |
Completed Applications
Applicat Application Type
L] ICP - Initial
9 DULA Enhancad Validation Request

ICP - Initial

ICP - Initial

2} DLA Enhanced Validation Request

Dashboard

Status

Draft

Draft

Draft

Draft

Draft

Submitted By

Valve Test

valve Test

Application Stat

Completed

Completed

Rejectad

Campleted

cted

Crested On

02/02/2023

/2023

03/01/2023

Date Received Date Assigned

021572023

Date Compl

i

2023

o19/2023

DLA

Valve Test

| Actions v

Created By

wahe Test

valve Tests Goan
Valve Test

Walve Tests

walve Test

Application Status Age Indicator

Pending

Bacaivad-Analyst Reviewing
Application

Pending

Expiration Data Age Indicator

ol1sf2028

ol18/2028

ol/2e/2028

U.S. Dashboard with Successful Submission
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11.1.2. Canada Organization DLA Enhancement Request Application

1. Questions in First Section of The Canada DLA Enhancement Request Application Information Page - this
information is pulled into the Applicant Information page from existing Organization data — nothing to update.

Legal Business Name
Physical Address
Subsidiary (if applicable)
Company CAGE Code
Expiration Date (if known)
Certification Number

°
o
L]
°
°
L]
#

=>4 Joint Certification Program Jumeskek @ Profile Lt
{11

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
79 Canada MADLE L EAF SYSTEMS CAIR 0022222 DLA Enhanced Validation Request Draft EEEel e

< Return to Dashboard

Applicant Information

Legal Business Name Physical Address

MAPLE LEAF SYSTEMS 1l Lake Street

oronto, ON MaBIY7

Subsidiary (if applicable) Company CAGE Code
N/A CAI23

Expiration Date (if known) Centification Number
O2/23/2028 2

Canada DLA Enhancement Request Application First Section Questions (always read only)
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2,

Questions in Data Custodian (Second) Section of The Canada DLA Enhancement Request Application
Information Page

Name of Data Custodian * (First and Last name)
Telephone Number (Direct Line) * (auto-formatted — just type in phone without dashes).
Title * (Data Custodian Title)
Email Address * (Data Custodian’s email address)
What is the IP address of the computer used by the Primary Data Custodian? * Hover the blue question mark icon
for help.
What is the MAC address of the computer used by the Primary Data Custodian? * Hover the blue question mark
icon for help.
What is the physical address of this computer? *
Do you have a server to store DoD export-controlled technical information? *
- If Nois clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o If yes, what is the MAC address?
Is the designated Data Custodian (person responsible for receiving and disseminating unclassified technical data)
also the company's signatory and authorized company representative on this application? *
Add Alternate Data Custodian — if this is clicked, a new set of questions is displayed.

Data Custodian

Mame of Data Custedian * lelephone Number (Direct Line) *
James Kirk TI7-555-1212

Title ® Email Address *®
CEG jkirkgemail.com

what is the 1P address of the computer used by the Primary Data Custodian? * @

L2424 124 124

what is the MAC address of the computer used by the Primary Data Custodian?* @

010205040506

What is the physical address of this computer? *

loromto, OMN

Do you have a server to store unclassified export controlled techmnical information? *

@ -

Tyes, what is the MAC address? *

010205040506

s the designated Data Custadian (person responsible for receiving and disseminating unclassified technical data) also the company's signatory and authorized

company representative on this application? *

B -

© Add Alternate Data Custodian

Canada DLA Enhancement Request Application Data Custodian (Second) Section Questions
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Add Alternate Data Custodian in Canada DLA Enhanced Validation Request Application

N

Name of Data Custodian (Alternate)* (First and Last name)
Telephone Number (Alternate, Direct Line) * (auto-formatted — just type in phone without dashes).
Title (Alternate) * (Data Custodian Title)
Email Address* (Data Custodian’s email address)
What is the IP address of the computer used by the Alternate Data Custodian? *
What is the MAC address of the computer used by the Alternate Data Custodian? *
What is the physical address of this computer? *
ote: To close the Alternate Data Custodian section, click the X in far-right Alternate Data Custodian Header bar.

Alternate Data Custodian b4
Name of Data Custodian (Alternate) * elephone Number [Alternate, Direct Line) *
Leanard McCay 30015551234
litle {Alternate) * Email Address *
lester Imecoyi@mail.oom
wWhat is the IP address of the computer used by the Alternate Data Custodian? * what is the MAC address of the computer used by the Alternate Data Custedian? *
25125125123 Q0205040506

what is the physical address of this computer? *

Earth|

Canada JCP Application Alternate Data Custodian (Second) Section Questions
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3.

Questions in Final (Third) Section of The Canada DLA Enhancement Request Application Information Page

DoD Export-controlled technical data is both "controlled technical information" and "covered defense information”
as those terms are defined in DFARS clauses 252.204-7008, 252.204-7009, and 252.204-7012. |s your company
in full compliance with the terms of these clauses? *

Does your company have a U.S. National Institute of Standards and Technology (NIST) Special Publication (SP)
800-711 cybersecurity assessment documented on the Supplier Performance Risk System (SPRS) at
https://www.sprs.csd.disa.mil/ in accordance with DFARS Case 2019-D0417? *

Is your company's data custodian (i.e. the person responsible for downloading export-controlled data from cFolders
and protecting it from unauthorized dissemination) also the individual who signed your company's Joint
Certification Program (JCP) certificate (i.e. DD Form 2345) *

Has your company's data custodian reviewed the training titled, "Proper Handling of DoD Export Controlled
Technical Data" and do they understand the company's obligations to protect export controlled data from
unauthorized distribution? *

State your purpose for Unclassified Export Controlled Technical Information access. *

DoD Export-controlled technical data is both "controlled technical information” and "covered defense information” as those terms are defined in DFARS clauses 252,204

TO0B, 252 2047008, and 25220

-

Does your company have a LS. National Institute of Standards and Technology (NIST) Special Publication {SP) 800-711 cybersecurity assessment documented on the

4-TON2. Is your company in full compliance with the terms of these clauses? *

Supplier Performance Risk Systemn [SPRS) at httpsy/wwwsprs.ced.disa.milf in accordance with DFARS Case 2012-D0417 *

M Yas

= your company's data custodian (i.e. the person responsible for downloading export-controlled data from chelders and protecting it from unauthorized dissermination)

also the individual who signed your company’s Jeint Certification Program [JCP) certificate {i.e. DD Form 2345) *

= -

Has your company’'s data custodian reviewed the training titled, "Proper Handling of DeD Export Centrelled Technical Data® and do they understand the company's

cbligations to protect export controlled data from unauthorized distribution? *
[
State your purpose for Unclassified Export Contrelled Technical Infermation access. *

testing

Canada DLA Enhancement Request Application Final (Third) Section Questions (1 of 2)
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e Do you require access to a specific U.S. system to access this information? *
o If No is clicked, continue to the next question.
o If Yes is clicked, an additional question appears that must be completed:
¢ If so, name the specific system (select all that apply)

» DoD
> SAM
> DLA/DIBBS

» Conference Attendee
Note: DoD, SAM, and Conference Attendance can be selected together.
e DLA/DIBBS can only be selected individually.
o [f DLA/DIBS is selection, an additional question appears that must be completed:
e Are you registered with DIBBS (Defense Logistics Internet Bid Board System)? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o DIBBS Registration # *
e Do you have a server to store unclassified export controlled technical information? *
- If No is clicked, continue to the next question.
- If Yes is clicked, an additional question appears that must be completed:
o Ifyes, whatis the MAC address? *
e What is the physical address of this computer being used to access unclassified export controlled information? *
e What is the MAC address of the computer being used to access unclassified export controlled technical
information? *
e Click the Save button to save your entries for the Applicant Information page so that you can return to this draft
DLA Enhanced Validation Request application at a later time.
e Click the Next button to move to the Attachments page of the Application.
o Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed
to successfully submit your DLA Enhanced Validation Request Application.
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f =0, name the specific system (select all that apply] ®

= DLA/DIBES

Are you registered with DIEBS (Defense Logistics Internet Bid Board Systern)? *

12345

Do you have a server to store unclassified export contrelled technical information? *

fyes, what is the MAC address?*

00205040506
what is the physical address of this computer being used to access unclassified
export controlled information? *

Earth
What is the MAC address of the computer being used to access unclassified export
controlled technical inforrmation? *

OL0Z05040506

Canada DLA Enhancement Request Application Final (Third) Section Questions (2 of 2)
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4. Canada DLA Enhanced Validation Request Application Attachments Page Attachments

For DLA Enhanced Validation Request Applications, the required Attachments are:

e Proof of Business: (CRA Business Number) *
Provide an attachment

o CGP Registrants attach CGP Certificate or if not CGP registered Introduction To Proper Handling Training
Certificate *

N

{*+] Joint Certification Program JamesKirk @ Profile
T

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
79 Canada MAPLE LEAF SYSTEMS CAaI23 0022222 DLA Enhanced validation Request Draft Deleta Diaft

< Return to Dashboard

Attachments

D not uplead docurments with personally identifiable information (i1}

tach CGP Certificate or if not CGP Iraining Certificate.pdf @
troduction To Braper Handling Training

Click or Drag/Drop to add files

Mo Attachments Uploaded

CPrevious

Canada DLA Enhanced Validation Request Application Attachments Page

To attach a required file, click the Attach File button next to the name of the required document in the Attachments
page of the DLA Enhanced Validation Request Application. You will be prompted to find your document via
Windows Explorer where you will find and choose your document and click Open.

To attach additional attachments:

e Click in the Click or Drag/Drop to add files box, choose the file via Windows Explorer and click Open.
or

e Find a document on your computer and drag it to this box and drop it in
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In both cases, a pop-up will appear asking you to select a Document Type:

Available document types:

e DD Form 2345
e Export Control License
e DDTC Registration Letter
e DLA Questionnaire
e TSC Results
e Other
F
Add Metadata pod
M FCAGE.doc
Document Type *
DOC
Size: 20 5 | Select Document Type |
KB Select Document Type
i} DD Form 2345
Export Control License
DDTC Registration Letter
LA Questionnaire
T5C Results a
Other

Canada DLA Enhanced Validation Request Application Document Type Select Box Pop-up
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DLA

Once the Document Type is chosen, click the Submit button. Clicking the Cancel button will keep the document

from being uploaded.

e The red trashcan icon i can be clicked for a particular uploaded document to remove it from the Draft JCP

Application.

+
e The name of the document or the blue down arrow == can be clicked to download the uploaded document from

the DLA Enhanced Validation Request Application.

Additional Attachments

4+

[
Click or Drag/Drop to add files

File Cocument Type

ECAGE.doc Other i £

Next »

Additional Attachments Section of the Canada JCP Application Attachments Page

Click the Next button to move to the Sign and Submit page of the DLA Enhanced Validation Request Application.

Click the Submit button if you have completed the Attachments and Sign and Submit pages. If you click Submit
and you have not completed everything, you will receive an error message letting you know what needs to be fixed to

successfully submit your DLA Enhanced Validation Request Application.
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5. Canada DLA Enhanced Validation Request Application Sign and Submit Page

o After acknowledgement check, enter legal name below (First, Middle Initial, Last):
e (b) Authorized Company Representative (As it appears on your DD Form 2345, Block 6) *
e (c ) Company Data Custodian (As it appears on your DD Form 2345, Block 3) *

Click the Save button to save your entries for the Applicant Information page so that you can return to this draft JCP
application at a later time.

Click the Previous button to move to the Attachments page of the DLA Enhanced Validation Request
Application.

Click the Submit button if you have completed the Applicant Information page, Attachments, and Sign and
Submit pages. If you click Submit and you have not completed everything, you will receive an error message letting
you know what needs to be fixed to successfully submit your DLA Enhanced Validation Request Application. If you
have completed everything, after you click the Submit button, you will receive a message on the bottom of the screen
that you have successfully submitted and will be returned to the Dashboard.

Joint Certification Program James Kirk (@

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status

173 Canada Analytics Communication 38661 20175 DLA Enhanced Validation Request Draft Delete Draft
Systems Inc

< Return to Dashboard

Applicant Infarmation Sign and Submit

Attachments

Sign and Submit

As a condition of receiving Militarily Critical Technical Data, the entity and/or individual certifies that

dge all responsibilities under applicable U.S. export and control laws and regulations (including the obligation, under certain circumstances, to cltain
se from the ernment prior to the f military eritical technical data within the United States)
s, and agree not to disseminate militarily ¢ chnical data in a manner that would violate applicable U.S. or Canadian expert control laws and

pplicable Canadian export control laws

agency of the U.S. Government of the Canadian Government of for ather legitimate business activities in
ecifically disclosed in ftem 4.

The data is required to bid or perform on a contra
which the contracte aged or plans to enga;

They will not provide ac

militarily eritical technical data to pers er than their employees or efigible persons designated by the certified entity to act on

their behalf unless suct nada's TOCR or the US. or Canadian Government agency that provided the technical data

s to military critical techni

ened Canadian export con

true, complete, and accurate to th
punished by fine or impris

by me are true, corr accurate to the best of my knowledge and belief and are made in good faith. |

atement on this applieation can be punished by fine or Imprisonment or bath.

(b} Authorized Company Representative (As it appears an your DD Form 2345, Block 6) *

James T Kirk

{c] Company Data Custodian {As it appears on your DD Farm 2345, Black 3)*

John A Smith|

Canada Sign and Submit page of the DLA Enhanced Validation Request Application
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Organization Detalls =
Logal Business Nam: MAPLE LEAF 5757

Draft Applications

CAGE Codes CAI1T CAGE Status: Active

SAM SratuE Asthe

e piication il slication Type
AP Status
3 cp
200 Conification @,
DEV Expingtian:
a3
henu
cB
) ok
3

In-Progress Applications

Appiication ID App

ion Reques

DLA Enhanced Vabeation Beques

2 LA Ernanced Yaldmion Reques

Dashboard

Subenicted By Date Recaivad

Jarmes Kirk

Imerees Kirk IS

Jarra Kirk

o¥frizoes
T ik O3ATHIET
Apglication Ssatus Cate Comapleted
Frajectad

istecd
Pejoctad

Craatied By

ol
Canata Ta =

Canada Tex:

spimtion Liste Age Indicstar

Canada Dashboard with Successful Submission message
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11.2 DLA Enhanced Validation Request — Update Draft (U.S. and Canada)

To update a Draft DLA Enhanced Validation Request Application, from the Draft Applications table in the
Dashboard, click the Open button for the application you want to update.

Joint Certification Program valveTest @ Prof

Organization Details (2 Dash board Actions ~

Legal Business Name: Dunder Mifflin

Draft Applications

CAGE Code: DM123 CAGE Status: N/A
SAM Status: M/A SAM Expiration: N/A Application

) . Application Type Status Created On Created By
JCP Status: Active JCP Expiration: 02/01/2028
ICP Certification #: 75000 6 DLA Enhanced Validation Draft 01/24/2023 Valve Test
DEV Expiration: 01/15/2026 AT

2 hlel} Draft 01/25/2023 Valve Test
Menu 22 DLA Enhanced Validation Draft 01/27/2023 Valve Test

Reguest
# Dashboard
30

icp Draft 02/01/2023 Mike Scott
Q, Organization Search

) icp Draft 02/01/2023 Valve Test5
= Organization Users ? e

<< =12

All items in the Applicant Information page marked with a red * (asterisk) must be answered.

See Section 11.1.1 for U.S. Application and Section 11.1.2 for Canada Application. Creating a new draft application
and updating an existing draft application are the same.
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11.3 DLA Enhanced Validation Request — Delete Draft (U.S. and Canada)
To delete a Draft JCP Application:

o Click the Delete button for the Application you want to delete within the Draft Applications section of the
Dashboard.

Joint Certification Program Valve Test (@

Organization Details '

Legal Business Name: Dunder Mifflin

Dashboard

Actions

Draft Applications

CAGE Code: DM123

SAM Status N/

CAGE Status: N/A

 Organization Users

SAM Expiration: N/i Application I Application Type Status Created On Created By
ICP Status: Active ICP Expiration: 02/01/2028
% DLA Enhanced Validation Draft 01/24/2023 Valve Test
ICP Certification # 75000 =
eguest
DEV Expiration: 01/19/2026
2 e Diaft 01/25/2023 Walve Test
Menu 2 DLA Enhanced Validation Draft 01/27/2023 Walve Test
Reguest
# Dashboard N e
30 e Diaft 024012023 Mike Scott e
Q Organization Search
3 e Draft 02/01/2023 Walve Tests

e Click the Open button for the Application you want to delete and from any of the pages in the Application, click the

red Delete Draft button.

543 Joint Certification Program

-~
T

Application #

2 United States

Country
Dunder Mifflin

< Return to Dashboard
Antachments

Sign and Submit Dunder Mifflin

Crganization Name

Delete button for a given Draft Application

CAGE Code

Application Type

Status

D123 DLA Enhanced Validation Reguest Draft

Questionnaire

Legal Business Name

Subsidiary (if applicable)

NfA

ion Date [if knownl

Physical Address
1725 Slough &ve
Scranton, PA 18507

Company CAGE Code

DMI23

Certification Number

Valve Test (&) |

Delete Draft

Delete Draft button from within a DLA Enhanced Validation Request Draft Application

For either approach, a Delete Application pop-up will appear — click the red Delete button to delete the DLA
Enhanced Validation application from the JCP Portal.

Delete Application x

Are you sure you want to delete
Application #167

Cancel Delete

Delete Application Pop-up
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12.0 JCP and DEV Application — Feedback

When an application is returned during the review phase, the Organization User will see the application listed in the

In-Progress Applications table of the Dashboard page. The Application Status will be listed as Returned-Vendor
Action Required (see details).

In-Progress Applications

Application 1D Application Type Submitted By Date Received Date Assigned

Application Status Age Indicator
22 DLA Enhanced Validation Reguest Valve Test 02/08/2023 022023 DLA Reviewing Application
= JICP - Initial Valve Test 02N13/2023 0213/2023 Returned Vendor Action

Required (see details)

In-Progress Applications table of the Dashboard

When the application is opened, the first page of the application that appears is the read-only, Feedback page. This
page displays to the Organization User what needs to be added/updated to the existing application in order to return
it for further review. Click the Next button or any of the tabs to make necessary changes before submitting again.

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
54 United States Dunder Mifflin DMmI123 75000 ICP - Initial Returned-Vendor Action
Required (see details)

< Return to Dashboard

Feedback

Questionnaire :
Ernail Reason for Return
Attachments CR-ADM 1AM noomble sheation fitsonal i rrnatio ired
JCP-ADMIN@EDLA-MIL Incomplete application-additional information required

Sign and Submit
Comments

Update questions

Application Feedback page
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13.0 View In Progress or Completed Applications
To view any Application, click the Open button for the application you want to view.

NOTE: If you open a Draft Application, the pages will be editable.

\
3 Joint Certification Program Valve Test

Organizaticn Details &' Dash board { Actions ~

Legal Business Name: Dunder Mifflin

CAGE Code: DM123  CAGE Status: N/A Draft Applications
SAM Status N/ SAM Expiration: N/A Application ID Aplication Type Seatus Crested On Craated By
ICP Status: Active ICP Expiration: 02/01/2028
16 DLA Enhanced Validation Draft 0124/2023 Valve Test
ICP Certification #: 75000 o
equest
DEV Expiration: 01/19/202&
2 ice Draft o1Rsf2023 Valve Test
Mo o DLA Enhanced Validation Draft o1R72023 Valve Test
Reguest
# Dashboard . o
20 i Draft Mike Scott

Q Organization & h

iz cp Draft ozfo2023 Walve TestS

W Organization Users

In-Progress Applications

Application ID  Agplication Type Submitted By Date Received Application Status Age Indicatar
10 ICP - Initial Valve Test 01202023 02/01/2023 Received-Analyst
Application

24 DA Enhancad Validation Valvs Test 0202023 - Pending Assignment

Requ:
k) ICF - Reneval Valvs Tests 02/0V2023 - Pending Assignment
32 DLA Enhanced Validation Valva Tests 02/0n/2023 - Pending Assignment

Request

Completed Applications

Application ID Application Type Application Date Completed Expiration Date Age Indicatar
a ICP - Initial Completed o9/2023 oaf2008
9 DLA Enhancad Validation Completed o19/2023
Reguest
B ICP - Initial Completed 012672023 0126/2028
19 DLA Enhancad Validation Rejacted oy 2023
Request
n ICP - Initial Complated 02/0n/2023 02/0V2028

UNTERPOINT

JCP Portal Dashboard Page
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The following are all the pages of a sample Application that is viewed. None of the items in the application are
updateable.

U.S. vs Canadian wording is slightly different in the JCP and DLA Enhanced Validation Request forms. This section is
used to demonstrate how to navigate through the view of an application in the JCP Portal.

Joint Certification Program Valve Test (@
Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
2 United States Dunder Mifflin DM123 TS000 ICP - Renewal Pending Assignment

< Return to Dashboard

Applicant Information

Attachrments

Do you currently have a JCP Certification?

Sign and Submit |:m

Certification Number

rent Expiration Date (if known)

02N15/2028

75000

Physical Address Subsidiary (if applicable)
1725 Slough Ave N/A

Suite 200

Scrantan, PA 18507

Company CACE Code Are you registered in SAM (System for Award Management)?

DMI23 u:l

Current Expiration Date (if known)

Type of Submission (mark one) *

5 Year Renewal ~

Data Custodian

Name of Data Custodian ® elephone Number (Direct Line) *
Jeanne Brown 240-586-2018

Title * Email Address *
lester jbrown@uspss.opentext.com

What is the IP address of the computer used by the Primary Data Custodian?* @

123123123123

what is the MAC address of the computer used by the Primary Data Custodian?* @

00-1D-D8-20-67-F3

What is the physical address of this computer? *

200 Bear Den Rd, Anytown, MO 12345

Do you have a server to store unclassified export controlled technical information? *

(e ]e)

s the designated Data Custodian (person responsible for receiving and disseminating unclassified technical data) also the company's signatory and authorized
company representative on this application? *

B -

JCP Application Form View (Screenshot 1 of 2)
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Are you a Prime Contractor or a Sub-Contractor? *

Prime Contractor £

Describe what you do? *

Test applications

el

Describe what types(s) of items/materials/products or services you provide? What are the NAICS (North American Industry Classification System) or associated FSC
(Federal Supply Class) codes of these products?*

services

P
If you are a non manufacturer, provide the CAGES and company name(s) of the manufacturer(s) that produce your product
Company Name CAGE Code

Test Company omz3

Is your eguipment/materialGervice related to the United States Munitions List {USML) or Commerce Control List {CCLJ2*
Are you registered with Directerate of Defense Trade Centrols (DDTC)?*

Do you possess an Export Control License(s|? Provide proof of license. *

State your legitimate business purpose for Unclassified Export Controlled Technical Information access. *

test

Do you require access to a specific systemn to access this informatior? *

[~ [

Indicate the government agency or contractor and point of contact information requiring you to obtain a JCP Certification. *

test

Do you require access to a specific US. system to access this information? *

Indicate the government agency or 3rd party requiring you obtain JCP certification. Include the Point of Contact Information. If you do not have a current Point of
Contact for certification, you should indicate this. *

DL

&

DoD Export-controlled technical data is both "controlled technical information® and "covered defense information” as those terms are defined in DFARS clauses
252.204-7008, 252.204-7009, and 252.204-7012. Is your company in full compliance with the terms of these clauses? *

Does your company have a U.S. National Institute of Standards and Technology [NIST) Special Publication (SP) 800-711 cybersecurity assessment documented on the
Supplier Performance Risk System [SPRS) at hitps fvwwspracsddisa.mil/ in accordance with DFARS Case 2019-D0417 *

Are you a citizen or a person admitted lawfully for permanent residence into the United States? *

Name of the individual who can cbligate the company to a legally binding contract. *

John Q Doe

Title of the individual who can obligate the company to a legally binding contract. *

Director

JCP Application Form View (Screenshot 2 of 2)
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J Joint Certification Program
Sl

Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
21 United States Dunder Mifflin DMIZ3 75000 ICP - Renewal Pending Assignment

< Return o Dashboard

Attachments

Proof of Business: (Sec of State) * Proof of Busin

and Submit ntroduction To Proper Handling Training Certificate ®
Additional Attachments
File Docurment Typs

Other

[k

JCP Application Form Attachments Tab View

Joint Certification Pregram

‘i
Application # Country Organization Name CAGE Code JCP Certification # Application Type Status
21 United States Dunder Mifflin DMI23 75000 ICP - Renewal Pending Assignment

< meturn to Dashboard
Sign and Submit
As a condition of receiving militarily critical technical data, the entity and/or individual certifies that:

They acknewledge all responsibilities under U.S. expor

and

ttrol laws and reg

ations {including tt
license from the U.S. Government prior to the release of military critical technical data within the United States) or app
regulations. and agree not to disseminate militarily critical techrical data in 2 mannes that

tion, under ce:

ain circumstances, to
cable Canadian export control laws and
would viclate applicable US. or Canadian exp:

ain an ex

rt control law

and regulations.

The data is reguired to bid or perform on a contract with any agency of the U'S. Government of the Canadian Government of for other legitimate business activities in
which the contractor is engaged or plans to engage as Tem 4.

ecifically disclosed ir

They will not provide access to militarily critical technical data to persons other than their empleye

ch ac Jermitte S, DoDD 5230.25, Canada's TDCR or the U.S. or

or eligible persons designated
ency th

nother JCP certified entity to act

dian Government ovided the technical data

The assigned Data C

istodianis) lawful residency must be

ication

They are not themselves debarred, suspended or otherwise ineligible to perform on US. or Canadian Government contracts, and have not violated US. or contravened
Canadian export control laws and have not had a certification revoked under the provisions of U.S. Dol

No person employed by, or eligible persons designated by the certified entity to act on their behalf, who will have aci ry critical technical data is disbarred,
ineligible to perform on U.%. or Canadian Government contracts or has violated LS. or contravened Canadian export

voked under the provisions of U.S. DoDD 523025 of Canada's TDCR

ntrol laws or has had a

ledge all conditions of receiving militarily critical technical data and certify the information given here by the Data Custodian{s) and myself are true, comp
and accurate o the bes

e
t of my knowledge and belief, and are made in good faith. | understand that a knowing and willful false statement can be punished by fine or

. contractors see U.S. Code, Title 18 Section 1001 and for Canadian contractors see the Daf

Enter Name Below *

Valve. Test

< Previous

JCP Application Form Sign and Submit Tab View
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14.0 Organization Search

The Organization Search page is used to search for CAGE codes within the JCP Portal.

Available Search filters:
CAGE Code

UEI

Legal Name

Zip/Postal Code
State/Prov (drop-down)
Contact Phone

Note: If no filters are selected and the Search button is clicked, all available CAGE Code records will display.

TN
3 Joint Certification Program

Organization Details

Legal Business Name: Dunder Mifflin
CAGE Code: DM123  CAGE Status: N/
SAM Status: N/ SAM Expiration: N/

ICP Expiration: 02,/01/2028

CAGE Code
ICP Status:

ICP Certification #: 75000

state/Prov
DEV Expiration: 01/13/2036

Menu ACE
CAGE Code
# Dashboard
D123

Q, Organization Search

¥ Organization Users

UEI

123456

Valve Test (@

Organization Search

Select filter(s) and search to view arganizations.

123456 Legal Name Zip/Postal

~ Contact Phone

Hese

Legal Business Name  City State/Prov. ICP Status

Dunder Mifflin Scranton PA Active

Organization Search Page
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15.0 Organization Users
This page lists all Users that are attached the current organization.

- | Joint Certification Program Valve Test (2
{11[1
Organization Details (' Orgamza'“on Users
Legal Business Name: Dunder Mifflin
CAGE Code: DMI23 CAGE Status: N/A Requests to Join Organization
SAM Status: N/A SAM Expiration: N/A
L First Name Last Name Username Email Contact Phong
ICP Status: Active ICP Expiration: 03/16/2028
ICP Certification #: 75000 Abraham Lincaln2 abe lincolnz alincoln2@mail com Deny ‘ pprave |
DEV Expiration: 03/16/2026
Menu Approved Users
Daskboard . y
W Bt First Name Last Name Username Email Contact Phong
e T
Q. Organization Searc Vahie Test wvahve Test testic20g.com 301-5551212
@ Organization Users
Michael Scott michaelscott terossland@c20g.com 23123232
WValve TestS Valve.Tests valve testS@dla.mil 555 444 3533
Kay Tester kaytester kelly.a conbayetrgidiamil 3015551212
Jeanna Brown JbrownExtTest jeannetbrown@acl.com 240 586 2018
Fred Song fredsong fredxsang@gmail com 8478589392
Pam Beasley pam beasiey pambeasley@dundermifiincom 3442434343

Copyright . All rights reserved.

Organization Users Page

There are two sections in the Organization Users page:

e Requests to Join Organization
e Approved Users
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15.1 Requests to Join Organization

When a new JCP Portal user registers and logs in for the first time, they will need to either choose an existing
organization to join or create a new organization. When they request to join a new organization, the other members of
the Organization have the ability to Approve or Deny the request. Be sure to look for your desired organization before
creating a duplicate.

To Approve a request:

o Click the Approve button in the Requests to Join Organization section of the Organization Users page.
e A pop-up title Approve User appears with the following:

» Are you sure you want to approve [User's Name] to join your organization?
o Click the Approve button.

Approve User

Are you sure you want to approve
Abraham Lincoln2 to join your
organization?

Approve User Pop-Up
e The user is removed from the Requests to Join Organization section of the Organization Users page and
added to the Approved Users section. An Approval Success message appears at the bottom, right of the page:

Approval Sucoess
Usear Abraham Lincoln2 has been

wed to join your organization
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To Deny a request:

e Click the Approve button in the Requests to Join Organization section of the Organization Users page.
e A pop-up title Approve User appears with the following:

Are you sure you want to deny [User’'s Name] to join [Organization]?

Rejection Reason * (text box)

e Key in a reason for the rejection and click the Deny button.

Deny User X

Are you sure you want to deny Abraham Lincoln2 to join
Dunder Mifflin?

Rejection Reason *

el

el

Deny User Pop-Up

e The user is removed from the Requests to Join Organization section of the Organization Users page and a
Denial Success message appears at the bottom, right of the page:

Denial Success

User Abraham Li

deniex oir O
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15.2 Approved Users

When an approved user needs to be removed from an organization, any user of the organization can remove any of
the approved users, except themselves.

To Remove an Approved User:

Click the Remove button for a given user in the Approved Users section of the Organization Users page.
A pop-up titled Remove User appears with the following:

Are you sure you want to remove [Approved User] from the organization?

Click the Remove button.

Remove User

Are you sure you want to remove Kay
Tester from your organization?

cones!

Dashboard with Remove User Pop-up

e The user is removed from the Approved Users section of the Organization Users page and a Remove Success
message appears at the bottom, right of the page:

Remove Success
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16.0 Appendices

DLA

16.1 Appendix A: Quick Start Guide for Updating an Entity Registration

SSAM

SYSTEM FOR AWARD MANAGEMENT

Quick Start Guide for Updating an Entity Registration

Helpful Information

Viewing Your Entity Record

+ |f you chose to make your
record public, you can view your
entity record by geoing o
www sam gov, selecting Search
Records. and searching by your
DUNS number or Legal Business
Name

+ |f yourrecord is available in the
public search, but expired, you
can view it by searching for your
entity by DUNS Number or Legal
Business Name, selecting the
“Inactive” checkbox, and clicking
the “Apply Filters” button

+ |f you opfed out of public
search, you will need to log into
SAM with the appropriate user
account, select Entity Registrations
and then Existing Enfity
Regisfrations to view your record

Before You Start

+  When you renew or update your
registration, you must review the
entire record. Take the fime fo make
sure all the informafion is accurate
and complete.

*  |f your entity's physical address
has changed since you last
renewed, make sure to update the
address Dun and Bradstreet [DA&B)
has on file prcr to updating the
registration in SAM.

= MNEW! You must prepare, sign,
and submit a letter formally
appointing your Enfity Administrator
following the posted instructions.

Steps for Updating an Entity Registration

I

Type www.sam.gov in your Infernet browser address bar and
then login with your SAM usermame and password.

On the My SAM page, select Enfity Registrations and then Bdsting
Entity Registrafions from the sub-navigafion menu.

Search for the entity you want to update or select the Legal
Business Mame of the entify the Entity List.

Select Update Enfity from the Registration Details panel.

» You may not update a registration in Subrritted status. You may
only update registrations that are Active, Bxpired, or a Work in
Progress.

You may delete a Work in Progress if necessary. This will not affect
your Active or Expired entify regisirafion.

Select what you would like to update: Purpose of Registrafion and
remaining enfity registration. All sections applicable fo the
registrafion besides the Purpose of Regisiration or Point of Contacts
only (skip fo step 7).

7. Update the Core Data section.

8. Update the Asserfions section (not required if registering for Federal

10

1

12

Assistance opportunifies only).

Update the Representations and Cerfificafions secfion [not
required if registenng for Federal Assistance opporfunities only).
Update the Points of Contact section, including opfional POCs. You
may remove cpfional POCs if they are no longer relevant.

If you qualify as a small business, update your informafion in SBA's
Dynamic Small Business Search (DSBS) or apply for a small business
cerfificafion via the “"SBA Supplemental” page.

Select submit. Your registrafion will be reviewed. You will receive an
email from SAM.gov when your registration is active.

Piease note: ¥ your regisiration update requires IR5S or CAGE revalidation, it
couid fake 10-12 business days for it to become acfive and replace your
previous registration.
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16.2 Appendix B: How to Find Your IP and MAC Address

To determine your personal computer or server MAC address, open a run window (Windows Logo key + R).
Then type cmd /k ipconfig /all (note the three spaces) and press /Enter

DLA

Type the name of a program, folder, document, or Internet
Open:

rescurce, and Windows will open it for you.

crmd [k ipconfig fall

oK

Cancel
00-21-70-BE-C6-71).

Browse...

The ‘physical address’ listed is the ‘MAC address’, which is made up of 6 groups of 2 hexadecimal characters (e.qg.

Windows IP Configuration
Host Name e .
Primary Dns Suffix
Mode T

ype

ctio
Des

n-specific DNS Suffix
[ ..
Physical Addre

DHCP

Enabled.
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16.1 Appendix C: Two-Factor Authentication Setup

All JCP Portal users, who have a username and password, will need to enable Two Factor Authentication (TFA) on
their JCP Portal accounts. Two Factor Authentication (TFA) is a tool to help prevent unauthorized users from
accessing your JCP Portal account.

How it works

In a two-factor authentication system the first form of user identification is your current login credentials - your
username and password. The second form of identification is created by a special algorithm in the JCP Portal
system and sent to a device you have authorized to receive that code. JCP Portal is using a smartphone application,
Google Authenticator, as the primary tool for receiving codes. Because any user attempting to login must possess
both your username and password AND your phone, it is much more difficult for a user account to become
compromised.

Google Authenticator app generates a six-digit code for you to enter when you log in. The code changes about every
minute. Once you have set up the connection with JCP Portal’s site, every time that you log out of your JCP Portal
account you will need to use Google Authenticator to regain access when you login again.

Steps to set up Google Authenticator

Follow the steps below to link Google Authenticator to your JCP Portal account and use it as your secondary method
of identification.

e Login to your JCP Portal account using your username and password as you normally would.

opentext"

kay.tester %

FORGOT PASSWORD
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e On the next page, a prompt will inform you that you need to set up TFA on your account.

e On the next page, you will begin setup of Google Authenticator on your smartphone.

¢ You will be using Google Authenticator each time you login to JCP Portal to acquire the second authentication
code the system now requires. Below that, you will see a manual verification code and a QR code you can scan
with your phone.

opentext"

Your account is configured for two-factor authentication. Configure your authenticator application with the
secret key provided below and enter a code in order to continue.

Secret Key

752HFZV226LJAMLQ

LA uthentication Code

Browser screen showing the QR and manual authentication codes

e You will use these in the following steps to connect your smartphone app with your JCP Portal account.
e On your smartphone, open the App Store on your iPhone or the Google Play Store on your Android device. Search
for “Google Authenticator.”
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e The Google Authenticator app will appear as the top search result. In the App Store, select “Get” and then “Install”,
as you do with any app you are installing. Choose the “Install” option in the Google Play Store.

#2080 ® 7 % 100% m_-
. google authenticator app 6 Resuits £

Related: tally > password lock > speak text >

Google

‘ Authenticator GET
1 Goagle, Inc
]

111TTH

. Google Authenticator
9 Google Inc. &
€ Everyane

= Authenticator

240 841
2200

Enable 2-step verification to protect your
account from hijacking.

WHAT'S NEW

*Ul improvements
'iﬂf @ Q ['l_'l *When two identical accounts from different
Featured  Top Chart

e websites are added to Authenticator, it no

iPhone App Store Screen Google Play Store Screen

¢ Note: you may need to enter your App/Play Store password to verify that you want to download the application.
e Exit the app store and wait for the app to download before continuing. Once the Google Authenticator app has

been installed, open the app.
e A menu will appear that will allow to you either scan the QR code on the JCP Portal or manually enter the

verification code that appears above the QR code.

< Manual entry

Account

123456@acf.hhs.gov

Key

Time based .

(0] Scan barcode

Vs Manual entry

iPhone Screenshots from the Google Authenticator App
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¢ Note: Android users should tap the “Begin Setup” button on the first screen in the application.

aQi ® % i ® %
@ Add an account @ Manual account entry

MANUALLY ADD AN ACCOUNT

Scan a barcode

Enter provided key Time based

With 2-step verification, whenever you sign
in to your Google Account you will need:

o Your password

A code that this app will generate
for you

Begin setup

Android Screenshots from the Google Authenticator App

o If you select “Scan a barcode,” your phone’s camera will activate. Hold your phone close to the screen to allow the
camera to capture the QR code.

e When the QR code or manual code has processed, Google Authenticator will generate a six-digit verification code
and display it.

T T ormm| @ ) E

=  Authenticator  + # | & Google Authenticator

You're all set.

acf.hhs.gov
When you're asked for a verification code,

3 7 9 4 '1 9 get it here. The code changes frequently,
so no need to memorize it.

Try signing in to your account from a
computer. When asked for a code, get one
here.

364624

iPhone Google Authenticator Code Screen
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Android Google Authenticator Code Screen

e Type the six-digit code you see in the app into the JCP Portal below the QR code. Then select verify and save.
e Note: the code has a timer, if the timer expires you may need to enter in a new code before continuing your login.

opentext”

Your account is configured for two-factor authentication. Configure your authenticator application with the
secret key provided below and enter a code in order to continue.

Secret Key

752HFZV226LJAMLQ

{ Murhemr'cation Code

The field in your Browser where you enter the initial Verification Code from the app
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